
MONDAY, NOVEMBER 21, 2016   |  9NYLJ.COM  |  

BY ERIC B. BRUCE,  
WILLIAM F. McGOVERN  
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I nternal investigations in Asia 
are rife with risk for the unpre-
pared. For starters, Asia com-

prises a dozen or so very differ-
ent legal jurisdictions, each with 
its own important nuances. As 
a result, pitfalls abound in the 
region, including vague state 
secrets rules, constantly chang-
ing data protection regimes, vary-
ing attorney-client privilege laws, 
and the ever-present challenge of 
language and cultural differences. 
Based on our experience con-
ducting internal investigations 
across Asia, however, thoughtful 
counsel can balance these com-
peting interests while conducting 
internal investigations in China, 
Korea, and other Asian jurisdic-
tions while satisfying inquiries 
from local regulators and the 
U.S. government.

Where in the World Are    
     Your Documents, and Why  
      Does It Matter?

The first order of business is to 
determine where the documents 
relevant to the investigation are 
located and what local laws may 
apply. Besides the logistical dif-
ficulties of compiling documents 
across borders (and often differ-
ent languages and file formats), 
the patchwork of Asian data 
protection laws is a trap for the 
unwary.

In China, for example, the State 
Secrets Law prohibits the unau-
thorized export of state secrets, 
which are broadly defined to 
include documents related to 
seven areas deemed important 
to the national interests of the 
People’s Republic of China (PRC). 
These include categories that will 
be familiar to U.S. lawyers with 
experience in the U.S. export 
control regime, such as national 
defense, diplomacy, and science 
and technology, but also econom-
ic development and a catchall cat-
egory for other matters classified 
as secret by the PRC government. 
Data sent to Hong Kong, a sepa-
rate administrative region within 
China, is considered an export 
under the law, a critical factor for 
the many international law firms 
with an office in Hong Kong but 
not mainland China.

Other domestic laws in coun-
tries such as Malaysia, Singapore, 
and Korea prohibit the transfer 
out of country of any personal 
data, which is defined differently 

in different jurisdictions. In an 
internal investigation requiring 
a deep dive into employee files 
and email accounts, personal 
data can be ubiquitous.

Counsel conducting an inves-
tigation should deal with these 
issues in the planning stage, espe-
cially in light of the increasingly 
sprawling and redundant server 
networks of international law 
firms, cloud storage providers, 
and document review platforms. 
Simply put, investigators should 
“know your data”—your docu-
ments may not be located where 
you think they are, and they may 
not contain the information you 
assume they do. Because of the 
often-undefined contours of these 
laws, and the consequences of 
noncompliance, outside investi-
gators should work with experi-
enced and trusted local counsel 
to ensure that a well-intentioned 
internal investigation does not 
inadvertently lead to additional 
legal trouble.

Preserving ‘Upjohn’  
     Protections Despite Language    
     And Cultural Differences

U.S. counsel are obviously 
familiar with the Upjohn warn-
ing, which warns an employee 
that the investigating lawyers 
represent the company and that 
the company, not the employee, 
controls the privilege. But this 
bedrock aspect of U.S. internal 
investigations is not shared 
across Asia, where employees 
are not steeped in U.S. prac-
tice. Even local counsel may 
be unfamiliar with the Upjohn 
principle and mistakenly believe 
that conversations with coun-
sel are confidential. And, as in 
any investigation, witnesses 
may be reluctant to cooperate 
once informed that the company 
can disclose their statements to 
third parties, or employees may 
not respect their own confiden-
tiality obligations by avoiding 
discussion about the investiga-
tion with others.

To ensure that confidentiality 
is protected, company personnel 
should explain to witnesses the 
importance of cooperating with 
the investigation. That principle 
should be underscored through 
a written Upjohn warning in the 
witness’s native language. Trans-
lation services can provide such 
documents in a pinch, but third-
party vendors may not appreciate 
the legal sensitivities involved. In 
such cases, native-speaker team 
members or local counsel are 
best positioned to ensure that 
legal concepts are communicated 
clearly and with the appropriate 
context.

Attorney-Client Privilege:  
     Don’t Assume Too Much

The attorney-client privilege 
is another bedrock 
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C ounsel are often called 
upon to help with an inter-
nal investigation when a 

client faces dire circumstanc-
es. Pending criminal charges, 
bankruptcy, or civil litigation 
are just some of the situations 
that call for an investigation, 
which almost always includes 
forensic collection of digital 
data. In these circumstances, 
counsel face two conflicting 
challenges. On the one hand, the 
client expects the investigation 
to move quickly and efficiently. 
On the other hand, counsel must 
consider how best to collect and 
preserve evidence. The tension 
between these objectives is per-
haps nowhere more clear than 
the field of digital forensic analy-
sis—the extraction and identi-
fication of relevant information 
from digital devices. Forensic 
analysis takes time, precisely 
what is lacking in high-stakes 
investigations. Here is a list of 
key principles to keep in mind 
for conducting a sound digital 
forensic investigation.

Deleted Does  
     Not Mean Destroyed

It is common knowledge that 
hitting the delete button does 
not always mean that data is 
lost forever, although wrong-
doers seem routinely to forget. 
For example, the Deleted Files 
folder on Microsoft Outlook is 
almost always backed up on 
company servers. Even files on 
a computer that appear to have 
been permanently deleted may 
be recoverable with professional 
file recovery software. But time 
is of the essence. Company serv-
ers maintain back-up tapes for a 
limited time period and recovery 
software is most effective if the 
operating system has not over-
written the old data. Therefore, 
it is important to make copies 
from the server and image hard 
drives as soon as possible.

Do Not Forget ‘Notes’

Programs like Outlook Notes, 
Apple’s Notes, or BlackBerry 
Remember are used by many to 
jot down reminders on comput-
ers or smart phones. Less well 
known, however, is that these 
notes are frequently backed 
up on company servers or the 
cloud. Although investigations 
often initially focus principally 
on emails, this can be a costly 
mistake. In conducting a thor-
ough digital forensic investiga-
tion, you should search for any 
“Notes” that have been main-

tained. In several of our recent 
investigations, Outlook Notes 
provided a virtual roadmap of 
criminal activity by wrongdo-
ers. The explicit nature of the 
Notes we uncovered made it 
clear that these individuals left 
themselves digital notes of key 
conversations, some of which 

they “deleted”—and none of 
which they expected could be 
retrieved and reviewed. Thus, 
in retrieving back-up data, be 
sure to get copies of all items 
that exist, not just email.

Check for ‘Chats’

Increasingly, companies offer 
internal instant messaging pro-
grams, such as Slack, Skype for 
Business, Salesforce Chatter, and 
Bloomberg’s instant messaging 
applications, which are meant to 
encourage employees to com-
municate without the delay and 
“formality” of email. In practice, 
users of these “chat” programs 
are often more casual—and 
sometimes careless—than in 
more formal written communi-
cations, because they perceive 

that they cannot be reviewed. 
Yet many companies do capture 
and store the content of these 
“chats.” While each service has 
a different retention policy, your 
client’s information technol-
ogy administrator can tell you 
whether and where the “chats” 
are maintained.

Don’t Make It Personal

The commonplace use of 
smartphones to access work 
files has worn away the thin 
barrier between personal and 
professional, but it also compli-
cates the issue of data collection. 
When considering whether an 
employee’s phone, tablet, or 
computer should be searched, 
first ask: Is this a personal or 
work device? Devices provided 
by the client company to an 
employee for work are easier 
to access for two reasons. First, 
the employee will generally have 
agreed that he or she does not 
have a reasonable expectation of 
privacy concerning the contents 
of employer-provided devices—
but be sure to confirm this. By 
contrast, for a personal device, 
an individual may raise a poten-
tially valid privacy objection to 
the company’s inspection of a 
personal device even though 
the employee may be contrac-
tually obligated to cooperate in 
an internal investigation. Sec-
ond, a work device can often be 
accessed and copied remotely 
by information technology staff 
without the knowledge of the 
individual under investigation. 

Not so for a personal device: You 
may be able to intercept data 
sent over a company network, 
but it will be difficult to access 
anything that is encrypted or 
stored locally without alerting 
the employee (or breaking the 
law). For this reason, consider 
when and how to request access 
to employees’ personal devices. 
This can be a negotiation pro-
cess. Careful planning can mini-
mize the risk of wholesale dele-
tion of chats or other data.

The ‘How’ and ‘Who’ of Data  
     Extraction Are Important

Working against the clock, it is 
tempting to copy only those files 
from a device that appear imme-
diately relevant. Resist that urge. 
Instead, take time to forensically 
image each device. A forensic 
image of a hard drive is an exact 
replica of that drive. Making a 
precise copy allows the inves-
tigator to find things they may 
have missed on the first sweep, 
such as deleted data. Analysis of 
the image will also reveal other 
potentially useful information, 
such as which files have been 
accessed by a user, and when, 
as well as whether data has been 
transferred to an external device. 
Ensuring you obtain images early 
in the investigation can mitigate 
the risk of subsequent spoliation, 
and ensure that what you collect 
will be admissible.

In addition to “how,” you 
should consider “who” should 
extract data from a 
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Seven Principles for Conducting  
A Digital Forensic Review

The commonplace use of 
smartphones to access work 
files has worn away the thin 
barrier between personal 
and professional, but it also 
complicates the issue of data 
collection. 
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When Is Cooperation With the Government 
Considered ‘State Action’?
BY MARANDA FRITZ,  
BRIAN WALLER  
AND BRIAN STEINWASCHER

A corporation’s decision to 
take certain actions in its 
internal investigation at 

the behest, or the specific direc-
tion, of the government can have 
repercussions for the company 
that reverberate throughout 
a criminal investigation and 
prosecution. Those issues rose 
to the fore when the Second Cir-
cuit concluded in United States v. 

Stein that actions taken by KPMG 
at the urging of the government 
constituted state action and 
violated the Sixth Amendment. 
While the U.S. Department of Jus-
tice (DOJ) subsequently revised 
its policies, the government’s 
most recent pronouncements 
concerning corporate coopera-
tion reinforce and even enhance 
the coercive factors that were at 
the core of that decision: The 
Yates Memo and subsequent 
interpretative communications 
confirm at high volume that com-
panies are required promptly to 
report and to develop evidence 
of the wrongdoing of individual 
employees, and to package 
that information for the gov-
ernment—or receive no coop-
eration credit. As the extent of 

corporation investigative activity 
increases, so does the likelihood 
that cooperation with the gov-
ernment will impact disclosure 
obligations, and even expose 
the company to liability based 
on assertions that the corpora-
tion’s actions—whether through 
the taking of statements, imposi-
tion of discipline or termination, 
or seizure of evidence—are state 
action and subject to constitu-
tional constraints.

This article will discuss deci-
sions addressing the impact of a 
corporation becoming entwined 
in governmental actions, includ-
ing the Second Circuit’s recent 
decision in Gilman v. Marsh 
McLennan, 826 F.3d 69 (2d Cir. 
2016), and pending motions pred-
icated on the internal investiga-
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tion that preceded the indictment 
in United States v. Blumberg, No. 
14-cr-00458 (D.N.J.).

Government Coercion  
     And ‘Stein’

The conduct of the corpora-
tion in its investigation will be 
scrutinized when the defen-
dant presses the argument that 
the government compelled 
or coerced the corporation’s 
actions. If its actions are found to 
be coerced, the corporation may 
be considered a “state actor,” and 
its conduct in the investigation 
could be unconstitutional and/
or lead to the suppression of evi-
dence. Those were the concepts 
that were applied »  Page 11

Internal Investigations
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attest, investigation and remedia-
tion costs can reach into the tens 
or even hundreds of millions of 
dollars in legal and professional 
fees, costs for internal investiga-
tive teams and related organiza-
tional enhancements. And that 
does not account for the reputa-
tional damage that may linger for 
a company long after the matter 
is resolved. 

Cultivating a Culture  
     Of Compliance:   
     Eight Key Practices 

Regulators have recognized 
that there is no such thing as a 
one-size-fits-all compliance pro-
gram, and that no program can 
guarantee that bribery or corrup-

tion will not occur. They also don’t 
expect that controls should be so 
onerous as to prohibit a company 
from operating on a daily basis. 
Compliance programs should be 
risk-based, reasonable and pro-
portionate.

However, the reality is that 
some processes may require 
additional anti-corruption-related 
controls to effectively mitigate the 
risk. Here are some leading prac-
tices to consider: 

• Determine your unique risk 
profile. Start with building aware-
ness of your risk at a “big picture” 
level. Where do you operate or 
plan to operate, and what is the 
political and economic climate in 
those locations? Consider every 
third party you may be exposed 
to today: Are there any govern-
ment touchpoints or hidden repu-
tational risks? 

• Take a close look at your 
existing compliance program. 
Are your policies and proce-
dures sufficient to mitigate your 
current risk profile across your 
entire field of operations? Have 
they been updated to cover any 
changes to your business model 
or geographic footprint?  

• Clarify your communica-
tion strategy. Is the compli-
ance and ethics message from 
the top clear and consistently 
understood across the organiza-
tion—including board members, 
business partners and third par-
ties? Is there a formal commu-
nication plan in place, and how 
frequently is compliance a key 
area of focus?

• Take a fresh look at train-
ing. When was the last time your 
training materials were updated? 
Did your board, third parties and 
suppliers receive it as well—and 
was it culturally appropriate and 
offered in multiple languages, 
where necessary?

• Measure the effectiveness 
of training. Once a training 
program has been updated, be 
sure to measure its effectiveness 
periodically—further evidence to 
regulators of your commitment to 
compliance.

• Assess your employee report-
ing systems. If there’s a compli-
ance breakdown, it’s more helpful 
if it’s initially reported internally 
than to the government. Do you 
have an employee hotline or 
other feedback mechanism where 
employees can ask questions or 
safely report issues—and are your 
people aware of and using it?

• Gauge the change. Frequent, 
formal program assessments are 
a must. So is the need to continu-
ally update your program with 
information from other sources 
(e.g., news, internal audit results, 
investigations and enforcement 
actions). 

• Remember: even small mat-
ters count. Under the FCPA, “mate-
riality” is not a relevant factor. 
Regulators know that a small mat-
ter may be the tip of the iceberg. 
Develop a consistent approach to 
risk across the globe: Focus on 
expectations and risk indicators, 
and monitor for trends or outli-
ers that may require additional 
analysis.

The bottom line is that a cul-
ture of compliance makes sound 
business sense. It can help to safe-
guard your organization’s reputa-
tion, preserve employee morale, 
and ultimately protect the value 
of your business.

•••••••••••••••••••••••••••••
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BY MATT SHELHORSE  
AND DENISE MESSEMER

W ith economic crime impact-
ing one-third of compa-
nies,1 and today’s intense 

regulatory focus, it’s essential that 
organizations understand where 
they stand on the compliance risk 
spectrum:

• Are you aware of your corrup-
tion risk exposure—across your 
entire global footprint? 

• How comprehensive and 
effective is your existing compli-
ance program? 

• Are your training initiatives 
doing the job? 

• Is your team aware of the risks 
and how to mitigate them?

Regulators Are Paying  
     Attention to Culture 

Building a culture of compli-
ance—one that can withstand reg-
ulatory scrutiny while addressing 
the connection between company 
values, behavior and decision-
making—is a business impera-
tive that grows more critical by 
the day.

The concept is not a new one. 
It’s been mentioned by regulators 
and flagged as a significant factor 
considered in enforcement actions 
by both the U.S. Department of 
Justice (DOJ) and U.S. Securities 
and Exchange Commission (SEC) 
for more than a decade. And ear-
lier this year, the DOJ Fraud Sec-
tion launched a Foreign Corrupt 
Practices Act (FCPA) enforcement 
pilot program offering companies 
additional credit if they meet cer-
tain thresholds—specifically nam-
ing a “culture of compliance” as 
one of the criteria to be evaluated.2

Economic Crime and Corporate  
      Culture: a Disconnect?

In PwC’s 2016 Global Economic 
Crime Survey, we found that one-

quarter of global organizations 
expect to experience bribery 
and corruption over the next 
two years. Yet disconcertingly, 
many organizations have been 
cutting headcount and training 
costs, or stretching their existing 
compliance team members across 
broader responsibilities.3

 Our survey data also points to 
an internal disconnect between 
what organizations say and what 
they do. More than 8 in 10 global 
companies said they have a for-
mal ethics and compliance pro-
gram in place—but nearly 1 in 5 
respondents were not aware of 
such a program. Fewer than half 
strongly agreed that organization-
al values are clearly stated. And 
only 36 percent strongly agreed 
that senior leaders are conveying 
the importance of ethical busi-
ness conduct and setting a posi-
tive example.4

These are the kinds of 
structural conditions that can 
potentially lead to compliance 
breakdowns—and regulatory 
inquiries.

The facts speak for themselves. 
Between January 2011 and August 
2016, 72 companies settled FCPA-
related charges with the SEC and/
or the DOJ, and 53 individuals 
were indicted. Even more notable, 
there were 83 ongoing investiga-
tions (as of Aug. 31, 2016).5 These 
enforcement actions often result 
in extensive investigative and 
remediation costs—as well as 
fines, penalties, monitorships, 
reputational fallout and even 
prison sentences. 

They also lead to new com-
pliance commitments. Between 
January 2011 and June 2016, 
nearly 90 percent of DOJ FCPA 
corporate settlements resulted 
in the company’s agreeing to 
improve its compliance standards 
and procedures to enhance its 
anti-corruption compliance pro-
gram. We found similarly high 
percentages agreeing to addi-
tional measures such as ensur-
ing the ongoing commitment of 
senior management; assignment 
of compliance responsibility to 
one or more senior executives; 
establishment of a “helpline”; and 
implementing a communication 
plan for anti-corruption policies, 
standards and procedures. Over 
that same time period, more than 
40 percent of SEC FCPA corporate 
settlements cited internal control 
violations as they related to the 

communication and training 
of the company’s compliance 
policy.6

Corporate Culture Is Your  
     Glue: How’s It Sticking? 

At the heart of any economic 
crime is a poor decision driven 
by human behavior. So it stands 
to reason that the solution should 
start with people. That means not 
only implementing clear processes 
and principles for your employ-
ees to follow, but also creating 
a culture where compliance is 
hard-wired to values—and to 
the overarching strategy of the 
organization.7

It also means communicating 
the importance of a culture of 
compliance up the chain to the 
C-Suite and board. But how do 
you convey the return on invest-
ment of a robust compliance pro-
gram?

One way to frame the topic is to 
note that remediating a complex 
matter can be far costlier than 
investing proactively in creating 
a culture of compliance. As recent 
financial statement disclosures 
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At the heart of any economic 
crime is a poor decision 
driven by human behavior. 
So it stands to reason that the 
solution should start with 
people. 

device. Although the client’s infor-
mation technology staff are a con-
venient resource, first consider how 
close they are to employees under 
investigation, their level of exper-
tise, and whether their involvement 
in evidence collection would raise 
questions about the reliability of 
that evidence. For example, in a 
small office, it is advisable to use 
a third-party vendor, whereas use 
of in-house information technology 
employees may be appropriate in 
a large organization. Do not under 
any circumstances allow the indi-
viduals you are investigating to 

select and copy their own data. 
As to employee personal devices, 
this is a “compromise” often sug-
gested by entities and it is fatally 
flawed. Similarly, bear in mind that 
whoever assists you may one day 
testify about the methods used to 
extract and process the data. Ask 
yourself: If that day comes, would 
you rather be defending a nervous 
employee or a seasoned third-party 
vendor?

Social Media Can Be Your  
     Friend—But Your Suspects  
     Should Not Be

Social media has made the 
world a smaller place, and a less 

private one, too. Online profiles 
are full of items containing per-
sonal details, including photos, 
videos, and communications 
with friends and family. But the 
accompanying metadata can be 
just as revealing as the informa-
tion intentionally shared in social 
media posts. Geotags (markers 
that indicate an individual’s loca-
tion) are often embedded in the 
data, showing exactly where a 
photo was taken or a comment 
written. Increasingly, geotags are 
enabled by default, and a user may 
not be aware that his or her past 
movements can be tracked.

A word of warning: If privacy set-
tings prevent you from seeing an 
individual’s posts, do not rush to 

add the individual to your social 
network. The common ethical rules 
about contacting a legally repre-
sented party apply here, and some 
state bars have concluded that 
contacting an unrepresented party 
under false pretenses to access 
their non-public social media is 
prohibited. This year, the New 
Jersey Supreme Court ruled that 
two lawyers could be disciplined 
for having their paralegal send a 
Facebook “friend request” to their 
opposing party without revealing 
the identity of her employer.

Limitations—and How  
       To Overcome Them

Digital data collection and the 
analysis that follows can be an 
expensive exercise, particularly 
when relying on third-party ven-
dors, who may charge to image 
devices, process the images, 
store the contents on their 
servers, and load them onto a 
document review platform. This 
should be discussed early on 
with the client to identify any 
areas where costs can be cut, for 
example by narrowing the scope 
of the investigation (e.g., limiting 
the custodians whose data is to 
be imaged, at least initially) or 
using counsel’s servers to store 
the data.

If some of the data you are 
accessing comes from outside the 

United States, remember that many 
jurisdictions have strict policies 
concerning the handling or trans-
mission of personal identifying 
information. This can include full 
names, addresses, and telephone 
numbers, but the exact scope var-
ies by jurisdiction. Make sure you 
understand the relevant local law 
sufficiently to figure out a legal 
work-around.

Conclusion

Every internal investigation is 
different. Although the situation 
on the ground is likely to be fluid 
and unpredictable, these principles 
should provide a roadmap to stay 
on course.

Digital
« Continued from page 9 

concept in U.S. and other legal 
systems that often does not 
apply in Asia and should not 
be taken for granted. While 
common law jurisdictions such 
as Hong Kong, Singapore, and 
Malaysia generally recognize 
legal privilege, civil law jurisdic-
tions such as China and Korea 
do not.

In China, attorney-client com-
munications fall under a lawyer’s 
obligation to keep client infor-

mation confidential, but lawyers 
can be compelled to disclose 
evidence that may threaten 
“national or public security,” 
may be required to testify, and 
can be sanctioned for concealing 
important facts. Other than a nar-
row privilege applicable after an 
indictment, Korean lawyers have 
confidentiality obligations and 
may refuse to testify regarding 
confidential information detri-
mental to a client. But attorney 
work product in Korea can be 
seized by prosecutors or regu-
lators and can be authenticated 

without the lawyer’s testimony. 
Adding to this complexity, Asian 
jurisdictions are split on whether 
in-house counsel are also entitled 
to legal attorney status.

Investigators should ensure 
that any internal investigations 
are conducted at the explicit 
direction of legal counsel and 
that it is clearly established at 
the outset that the investigation 
is for the purpose of providing 
legal advice. As an added pro-
tection, however, investigators 
should limit exposure of privi-
leged documents in jurisdictions 

where privilege does not exist or 
is limited.

First, Do No Harm: Balancing U.S.  
     And Local Reporting   
     Requirements

Where regulators from multiple 
jurisdictions may be involved—and 
especially where there may be sig-
nificant penalties that arise from 
such investigations—it is critical 
to think globally when devising a 
defense and investigation strategy, 
because actions that may appear 

helpful in one jurisdiction may 
have profound negative conse-
quences in another.

Different regulators and enforce-
ment bodies may also engage in 
parallel investigations arising from 
the same activity, occasionally 
leading to “turf” fights over who 
will receive credit for an investi-
gation or prosecution. More often, 
however, regulators and enforce-
ment bodies are in communication 
with each other and share relevant 
information, even across borders. 
Investigators should carefully 
assess the regulatory players to 

minimize inadvertent foot faults.
Investigations in Asia should not 

be approached lightly. A thoughtful 
plan implemented by experienced 
counsel with the relevant knowl-
edge of local laws and customs 
can ensure that an investigation 
does not result in unnecessary 
surprises. Asia’s importance in 
the global economy increases daily, 
increasing the likelihood that com-
panies will need to conduct inter-
nal investigations as they expand 
operations overseas in search of 
new resources and new customers.

Asia
« Continued from page 9 
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dures to determine whether others 
in the organization exploited the 
design flaws. The risks and con-
trols processes are similar to those 
used to determine the extent of the 
wrongdoing, that is, apply forensic 
audit procedures to search for risk 
indicators and red flags.

3.  Understand the ‘Why’  
            And ‘How’

Internal investigations typically 
answer “who, what, where and 

when.” Be prepared for prosecu-
tors also to ask “why” and “how.” 
Various frameworks are available 
for root-cause analysis to identify 
underlying causes of the wrong-
doing.

For example, Cressey’s Fraud 
Triangle—developed by crimi-
nologist Donald Cressey—is the 
most commonly applied model. 
According to Cressey, three 
circumstances exist when mis-
conduct occurs: (1) pressure or 
incentive; (2) opportunity; and (3) 
rationalization.

In assessing pressure and incen-
tive, it’s important to examine the 
organization’s compensation sys-
tem, job security concerns and, of 
course, the individual motives of 
the perpetrators. Consideration of 
opportunity includes assessment 
of the design and operating effec-
tiveness of the policies, programs 
and controls, as well as the compe-
tency of the personnel performing 
the controls, and evaluating the 

quality of information technol-
ogy systems. Factors typically 
include job dissatisfaction, denial 
of consequences, revenge for an 
actual or perceived prior harm or 
slight, family and health priorities, 
“everybody does it,” “I deserve it” 
and “I won’t get caught” rational-
izations.

4.  Diving Into the Data:  
            Forensic Analytics

Companies can expect prose-
cutors and regulators to inquire 
about the scope of the investi-
gation, particularly around the 
use of forensic analytics, if the 
investigation involves numerous 
transactions or large amounts of 
data. Questions around “struc-
tured and unstructured data,” 
“assimilation of disparate data,” 
“common data platforms,” “data 
cleansing,” “SQL,” “ACL,” and 
other programming languages are 
also likely to arise. If you are unfa-
miliar with these terms, it may be 
worth embedding a forensic ana-
lytics expert on your investigation 
team, as the DOJ regularly takes 
data considerations into account. 
Forensic analytics, the melding 
of forensic techniques and data 
analytics, is a critical piece of a 
credible financial investigation.

5.  Show Me the Money!

Complex internal investigations 
commonly involve financial issues. 
Counsel and the organization, for 
example, must be prepared to 
defend the calculation of earnings 
and losses, as these impact calcu-
lation of fines, disgorgement and 
other penalties. In recent years, 
the need for forensic accounting 
assistance in investigations involv-
ing antitrust and FCPA violations, 
asset misappropriation and finan-
cial statement misstatements, for 
example, has increased.

Conclusion

The full effects of recent DOJ 
pronouncements are still unfold-
ing. In the meantime, companies 
and counsel should conduct 
robust investigations to secure 
cooperation credit for their 
efforts, as the continued empha-
sis on individual accountability is 
not expected to be abandoned any 
time soon.

BY JONNY FRANK  
AND ALEXANDER F. GERSHNER

C orporations seeking coop-
eration credit from regula-
tors in internal investiga-

tions are now required to disclose 
“all relevant facts” on individuals 
involved in wrongdoing. However, 
the U.S. Department of Justice 
(DOJ) has not established stan-
dards for how and by whom these 
facts are gathered. As counsel and 
companies work through these 
decisions, they must also defend 
the adequacy of investigations 
and should consider how prop-
erly assessing risks and improv-
ing controls can help to meet the 
heightened expectations.

The issuance of the Individu-
al Accountability for Corporate 
Wrongdoing memorandum by 
Deputy Attorney General Sally 
Quillian Yates (more commonly 
referred to as the Yates Memo) 
in September 2015 marked a 
watershed moment in the pursuit 
of individual accountability—a 
topic hotly debated since the 
fallout from the financial crisis. 
Building upon the Yates Memo, 
the DOJ re-issued its Principles of 
Federal Prosecution of Business 
Organizations (DOJ Principles), 
which set forth the factors fed-
eral prosecutors must consider to 
determine whether to file charges 
and negotiate plea agreements 
and other dispositions of crimi-
nal investigations of corporate 
targets.

The DOJ Principles require that 
organizations seeking coopera-
tion credit disclose in a timely 
manner all “relevant facts about 
the putative misconduct.” The 
policy is not prescriptive and 
leaves the organization to decide 
“how and by whom the facts are 
gathered.” Ultimately, as has been 
the case for many years, prosecu-
tors assess—and company coun-

sel must defend—the adequacy 
of an investigation.

Here are five practical ways 
counsel and organizations can 
better meet heightened expec-
tations of internal investigations:

1.  Determine the Full Extent of  
              Wrongdoing

Experienced practitioners 
understand wrongdoers often 
engage in a variety of miscon-
duct and rarely come completely 
clean even when they have made 
a confession. In order to capture 
the full extent of misconduct, it’s 
important to employ a multidisci-
plinary team with the right risks 
and controls expertise to conduct 
a thorough internal investigation. 
The internal investigation gener-
ally includes the following five 
steps:

• Identify potential risks by 
examining the wrongdoers’ pres-
sures, incentives and opportuni-
ties;

• Examine the design and oper-
ating effectiveness of the organi-
zation’s risk response;

• Create risk indicators and red 
flags for residual risks;

• Develop forensic auditing 
procedures, including forensic 
analytics, transaction testing, 
accounts and balances testing, 
walk-throughs, observations and 
interviewing; and

• Provide negative assurance, 
if forensic auditing procedures do 
not identify risk indicators.

2.  Determine Extent of Similar  
            Misconduct Elsewhere  
           In the Organization

Prosecutors will also ask 
whether the internal investigation 
considered similar misconduct 
elsewhere in the organization. 
These extended inquiries are 
more akin to a “forensic audit” 
than an investigation, because the 
team does not have the benefit of 
a specific allegation or suspicion. 
When conducting an investigation 
on behalf of an international orga-
nization, the investigative team 

also needs to be cognizant of 
cultural differences around the 
globe.

With the right forensic support, 
begin by assessing the flaws in 
the controls that gave rise to the 
misconduct. Assume, for example, 
the controls were well designed, 
but not operating effectively. 
Under these circumstances, the 
internal investigative team would 
test operating effectiveness in a 
sample of other locations. Assur-
ance that the controls were oper-
ating effectively would support a 
conclusion that the wrongdoing 
was limited to a single individual 
or location.

Answering “who else?” becomes 
more challenging when control 
weakness pertains to design effec-
tiveness; that is, the control, even 
though it operated effectively, did 
not adequately prevent or timely 
detect misconduct. Under those 
circumstances, forensic experts 
must undertake substantive proce-

Five Ways to Meet Heightened 
Government Expectations

JONNY FRANK is a partner and ALEXAN-
DER F. GERSHNER is a manager in the 
New York office of StoneTurn Group, a 
forensic accounting and expert services 
firm.
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In order to capture the full 
extent of misconduct, 
it’s important to employ a 
multidisciplinary team with 
the right risks and controls ex-
pertise to conduct a thorough 
internal investigation.

in United States v. Stein, and led 
to the conclusion that KPMG’s 
cessation of payment of counsel 
fees constituted a Sixth Amend-
ment violation. Most notably, the 
Second Circuit affirmed dismissal 
of the entire indictment, holding 
that, “but for” the government’s 
conduct, the company would have 
paid the defendant’s legal fees. 541 
F.3d 130 (2d Cir. 2008). The Second 
Circuit articulated that a “nexus of 
state action exists between a pri-
vate entity and the state when the 
state exercises coercive power, is 
entwined in the management or 
control of the private actor, or 
provides the private actor with 
significant encouragement, either 
overt or covert, or when the pri-
vate actor operates as a willful par-
ticipant in joint activity with the 
State or its agents, is controlled 
by an agency of the State, has 
been delegated a public function 
by the state, or is entwined with 
governmental policies.” Id. at 147. 
The court concluded that the gov-
ernment’s “unsubtle message” to 
KPMG regarding its displeasure as 
to payment of attorney fees, com-
bined with the government’s “over-
whelming influence,” led directly 
to corporate conduct that would 
not have occurred absent pressure 
from the government.

The district court in Stein, in a 
separate decision, also addressed 
the issue of a violation of the defen-
dant’s Fifth Amendment rights 
against self-incrimination. United 
States v. Stein, 440 F. Supp. 2d 315 
(S.D.N.Y. 2006). Defendants sought 
suppression of their statements to 
internal investigators, arguing that 
because KPMG conditioned pay-
ment of legal fees on their coop-
eration with the investigation at 
the governments’ urging, those 
statements were coerced and so 
“violated their rights under the 
Fifth Amendment because KPMG’s 
actions were attributable to the 
government.” The district court 
confirmed that “it may no longer be 
doubted that economic coercion 
to secure a waiver of the privilege 
against self-incrimination, where it 
is attributable to the government, 
violates the Fifth Amendment if the 
pressure is sufficient to deprive the 
accused of his free choice to admit, 
to deny or to refuse to answer.” 

As to one defendant, the court 
found that KPMG had coerced 
statements from him because the 
company “conditioned payment 
of legal fees on [the defendant’s] 
cooperation and explicitly threat-
ened to fire him if he did not waive 
his constitutional rights,” and he 
“made the statements at the proffer 
sessions because KPMG threatened 
to fire him and cut off payment of 
his legal fees if he did not.” Id. at 
331. Turning then to the issue of 
whether that conduct constitut-
ed state action, the district court 
found that “the government, both 
through the Thompson Memoran-
dum and the actions of the USAO, 
quite deliberately coerced and in 
any case significantly encouraged 
KPMG to pressure its employees to 
surrender their Fifth Amendment 
rights,” and so KPMG’s actions 
were attributable to the govern-
ment. Because it affirmed dismissal 
of the indictment, the Second Cir-
cuit in Stein declined to reach this 
Fifth Amendment issue. Id. at 135.

The ‘Gilman’ Decision

The Second Circuit revisited 
the issue of corporate investiga-
tive activity in Gilman v. Marsh 
McLennan. There, the New York 
Attorney General had filed a civil 
complaint against Marsh, alleging 
fraudulent business practices and 
antitrust violations. Id. at 72. As 
part of its investigation, Marsh 
asked two employees believed 
to be involved to submit to inter-
views. Id. Separately, the Attorney 
General told Marsh’s CEO that it 
would forgo criminal prosecution 
of Marsh as long as Marsh shared 
the results of its internal investi-
gation with the Attorney General. 
Id. The employees refused to be 
interviewed, and Marsh terminated 
them “for cause.” Id. at 72-73. They 
then brought an action to recover 
lost employment benefits, arguing 
that Marsh’s interview demand 
“constitute[d] state action that 
infringed on their right against 
self-incrimination.” Id. The Second 
Circuit rejected their argument as 
“the legal equivalent of a Hail Mary 
pass in football,” distinguishing 
their claim from the facts in Stein.

The Gilman court focused on 
two aspects of Marsh’s inves-
tigation. First, the Court con-
cluded that Marsh’s decision to 
interview the employees arose 
out of Marsh’s need to conduct 

an investigation for its own pur-
poses, regardless of any gov-
ernmental prodding. Id. Second, 
unlike Stein, the court found that 
“[t]here [was] no evidence that 
the AG ‘forced’ Marsh to demand 
interviews, ‘intervened’ in Marsh’s 
decisionmaking, ‘steered’ Marsh 
to request interviews, or ‘super-
vised’ the interview requests.” Gil-
man, 826 F.3d at 76. Under these 
circumstances, Marsh could not 
be considered a state actor. Other 
courts have reached similar con-
clusions where there is no evi-
dence of significant government 
coercion. See, e.g., United States 
v. Balsiger, Civ. No. 07-Cr-57, 2014 
U.S. Dist. LEXIS 182681 (E.D. Wis. 
Feb. 27, 2014) (no state action by 
corporation where “the govern-
ment did not demand, threaten, 
coerce, or even suggest that [the 
company] terminate the defen-
dants’ employment and cease 
paying their legal fees” and had 
independent business reasons for 
terminating the defendants and 
refusing to pay their legal fees); 
United States v. Brooks, 681 F.3d 
678 (5th Cir. 2012) (government 
did not improperly prohibit a cor-
poration from advancing legal fees 
for one of its employees suspected 
of, and later indicted on, criminal 
conduct because the corporation 
had already made an independent 
decision to cease paying legal 
fees).

While the Gilman court read-
ily rejected the defendants’ state 
action argument, that case may 
have turned on the absence of evi-
dence of corporate capitulation to 
government pressure. Gilman did 
not involve the DOJ and thus the 
court did not consider, as it did 
in Stein, the effect of the govern-
ment’s stated policy requiring cor-
porations to fully and unequivocal-
ly share their internal investigative 
results or risk loss of cooperation 
credit and potential prosecution. 
The requisites of the Yates memo 
will likely result in cases that will 
include more substantial evidence 
of government influence over cor-
porate entities that will be far clos-
er to the factors identified in Stein.

The ‘Blumberg’ Case

Even where government involve-
ment does not rise to the level of 
compulsion or coercion, if the 
government is considered to have 
engaged in a “joint investigation” 

with the corporation, the govern-
ment may be required to disclose 
documents received from, and 
even its communications with, 
the corporation. See, e.g., United 
States v. Risha, 445 F.3d 298, 304 
(3d Cir. 2006), cited in United 
States v. Ferguson, 478 F. Supp. 2d 
220, 238-39 (D. Conn. 2007). One 
example is the pending criminal 
prosecution of former ConvergEx 
Group employees in United States v. 
Blumberg. In that case, the defense 
maintains that in the course of 
ConvergEx’s own investigation, 
the DOJ: (1) submitted hundreds 
of requests to the company to 
produce, review and analyze rel-
evant evidence; (2) delegated to 
the company the entire review of 
approximately 175,000 documents 
and 11,000 audio recordings; and 
(3) coordinated with the company 
in conducting interviews of doz-
ens of employees. The defense 
also pointed to the DOJ’s descrip-
tion of the company’s cooperation 
as “extraordinary.” ConvergEx 
Deferred Prosecution Agreement. 

According to the defense, these 
facts demonstrate that the DOJ’s 
direction of the company’s inves-
tigation was so pervasive that the 
company became a part of the gov-
ernment’s “team,” and so the gov-
ernment’s discovery obligations 
extend to ConvergEx’s files.

Notably, in response to these 
arguments, the court has ordered 
the company’s attorneys to pro-
duce to the court all of its internal 
communications and notes of con-
versations with the government for 
an evidentiary hearing.

Practical Considerations

In assessing a state action argu-
ment, Stein, Gilman, and other deci-
sions have focused on whether: (1) 
the corporation’s actions were 
the result of its own business 
interest; and (2) the government 
directed the corporation’s own 
internal investigation. Now, with 
the further revision of DOJ poli-
cies post-Yates, those issues will 
again be raised in the context of 

the continuing coercive impact of 
DOJ’s policies, the new “all or noth-
ing” standards, and the extent to 
which corporate cooperation now 
extends well beyond a company’s 
self-interest and arises only from 
the in terrorem effects of a per-
ceived lack of full cooperation. The 
government’s expanding demands 
for cooperation, particularly given 
the fact that the cooperation must 
be specifically tailored to facili-
tate prosecution of individuals, 
will undoubtedly lead to more 
individuals pressing the issue of 
whether the company is acting as 
an agent of the government and 
more instances in which—at a 
minimum—counsel’s communi-
cations with the government may 
be sought and obtained in discov-
ery in the criminal action. Internal 
investigators should, therefore, be 
mindful of the potential disclosure 
of their communications and con-
sider and even memorialize the 
corporate interest that supports 
the company’s cooperation in a 
criminal investigation.

State Action
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oral summaries, Judge Rakoff 
compared counsel’s witness inter-
view notes to the SEC’s notes of 
the oral summaries. Judge Rakoff 
concluded that, because the oral 
summaries were witness-specific 
and included near-verbatim recita-
tions of counsel’s interview notes, 
counsel had effectively produced 
the notes during the oral proffer 
and work product protection was 
waived.

Second, do not assume that you 
can selectively disclose certain 
portions of interview materials 
without waiving privilege over 
other related materials. Last year, 
in DeAngels v. Corzine, No. 11 Civ. 
7866, 2015 WL 585628 (S.D.N.Y. 
Feb. 9, 2015), Judge James Francis 
(quoting a 2013 opinion by Judge 
Paul Gardephe in Gruss v. Zwirn) 
reminded us that “attorney-client 
and work-product protections may 
be waived when a party selectively 
discloses protected communica-
tions to an adverse government 
entity,” and when that happens 
“the privilege is waived not only 
as to the materials provided, but 
also as to the underlying source 
materials.” In Gruss v. Zwirn, No. 
09 Civ. 6441 2013 WL 3481350 
(S.D.N.Y. July 10, 2013), counsel 

for the company had provided 
“presumably favorable witness 
interview excerpts” from an inter-
nal review to the SEC in the form of 
PowerPoint presentations. When 
later sued by its former CFO, the 
company produced the Power-
Point presentations but sought 
to withhold the underlying wit-
ness interview notes and summa-
ries. Judge Gardephe found that 
the company had “manipulated 
their evidentiary privileges to 
serve their interests,” and ruled 
that “any work product protection 
associated with the factual por-
tions of the interview notes and 
summaries was forfeited.”

Third, while it may be beneficial 
to reference facts received from a 
particular actor in order to maxi-
mize the potential for cooperation 
credit, counsel should look for 
ways to avoid explicitly referenc-
ing the work product itself. Judge 
Francis clarified this distinction 
in In re Weatherford Int’l Sec. Liti-
gation, No. 11 Civ. 1646, 2013 WL 
6628964 (S.D.N.Y. Dec. 16, 2013). 
Here again, the company had 
made PowerPoint presentations to 
SEC, and Judge Francis had ruled 
that work product protection had 
been waived for the material they 
“provided to the SEC as well as 
any factual material expressly 
referenced in it.” However, when 
the parties disagreed as to the 
scope of the waiver, Judge Fran-
cis ruled that, although the pre-
sentations to the SEC did “assert 
that a witness made a particular 
statement”—which could indicate 
“that an interview took place and 
provide the basis for a strong infer-
ence that it was memorialized in 
some way”—privilege had not 
been waived as to the underly-
ing interview materials because 
they were “not identified, cited, 
or quoted” in the presentations 
to the SEC.

In an era of encouragement of 
increased disclosure by defense 
counsel of their internal investiga-
tion results, it is as important as 
ever to carefully consider privilege 
implications in order to maximize 
disclosure while guarding against 
waiver.

BY NOREEN KELLY  
AND CASSELLE SMITH

T he U.S. Department of Jus-
tice and the U.S. Securities 
Exchange Commission, 

among other regulators, have 
long worked to persuade corpo-
rate America that cooperation 
with their investigations is criti-
cal to achieving a favorable result. 
Although many have questioned 
the precise efficacy of coopera-
tion, in the current environment 
few, if any, corporate defense law-
yers would lightly consider wheth-
er and to what extent cooperation 
makes sense for their clients sub-
ject to government inquiry.

The cooperation drumbeat 
only intensified in 2015 after the 
publication of the Yates Memo, in 
which Deputy Attorney General 
Sally Quinlan Yates outlined the 
government’s views on individual 
accountability in civil and criminal 
corporate enforcement matters. 
For its part, the SEC had already 
made similar pronouncements in 
connection with its “Cooperation 
Program,” which provides a formal 
framework (including cooperation 
agreements, deferred prosecution 
agreements, and non-prosecution 
agreements) to incentivize indi-
viduals and companies to come 
forward and participate in the 
agency’s investigation.

In connection with both the 
Yates Memo and the Cooperation 
Program, senior officials of both 
regulators have announced that 
effective cooperation in the era of 
individual accountability requires 
corporate counsel to divulge facts 
personal to the alleged human 
wrongdoers, in addition to the 

entity as a whole. Among other 
things, the Yates Memo instructs 
federal prosecutors that “in order 
to qualify for any cooperation 
credit, corporations must provide 
to the Department all relevant 
facts relating to the individuals 
responsible for the misconduct.” 
In the case of the SEC, Director 
of Enforcement Andrew Ceresney 
made clear during his remarks at 
the University of Texas’ Govern-
ment Enforcement Institute in 
May 2015 that it has “long been a 
central tenet of cooperation with 
the SEC,” for companies to “share 
information on individual wrong-
doers in order to receive credit 
for their cooperation.”

Insofar as these policy refine-
ments purport to require more 
refined or elaborate factual dis-
closures to the government by 
defense counsel, it is sensible 
to revisit how to maximize the 
possibility of cooperation credit 
while maintaining the privileges 
that protect the investigative 
process, as well as counsel’s 
thoughts, impressions and legal 
advice. Although the implications 
of a waiver could manifest in a pro-
ceeding brought by the regulators 
to whom the disclosure is made, 
the implications in a parallel or 
subsequent civil case by private 
plaintiffs can be just as, or perhaps 
more, dangerous.

The basics are well known: 
Provide adequate Upjohn warn-
ings to witnesses, ensure that all 
non-lawyer participants (includ-
ing experts and consultants) are 
retained by and working at the 
direction of counsel, and to the 
extent you are making presenta-
tions to regulators or auditors, 
stick to the facts. The devil is, of 
course, in the details. A review of 
relatively recent authority in New 
York regarding the waiver—or 
near waiver—by well-meaning 
counsel of the attorney-client 
privilege and work product protec-
tions covering notes, memos and 
reports of internal investigations 
provides more specific guidance.

First, avoid providing a detailed 
oral recitation of an interview 
directly from – and using the 
language of—your interview 
notes and memoranda. As Judge 
Jed Rakoff held in SEC v. Vitesse 
Semiconductor, No. 10 Civ. 9239, 
2011 WL 2899082 (S.D.N.Y. July 
14, 2011), such a recitation runs 
a serious risk of waiver. In Vitesse 
Semiconductor, defendants sought 
production of notes taken by 
a third party’s outside counsel 
during witness interviews con-
ducted in an internal investigation. 
They argued that work product 
protection as to the notes had 
been waived when counsel gave 
oral summaries of the witness 
interviews to the SEC. Because 
the waiver issue hinged on the 
degree of detail provided in the 

Privilege Protection in an Era of Cooperation
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Do not assume that you can 
selectively disclose certain 
portions of interview materials 
without waiving privilege 
over other related materials. 
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