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Over the past few years, 
the National Labor Rela-
tions Board (NLRB or 

the Board) has taken an active 
role in attempting to shape (i) 
employer social media policies 
and (ii) employer use of social 
media in making employment 
related decisions.

This trend is likely to con-
tinue. In fact, in a January 2014 
interview with Law360, the 
Chairman of the NLRB, Mark 
Pearce, and Board Member, 
Philip A. Miscimarra, explained 
that the NLRB intends to con-
tinue focusing on social media 
cases, and even noted that the 
Board’s social media caseload 
has increased its public profile.1 
Given the NLRB’s general stance 
on these issues, recent NLRB 
decisions, and the NLRB’s stat-
ed intention to continue focus-
ing on such cases, employers 
must take steps to ensure that 
their social media policies will 
pass NLRB scrutiny, while still 
protecting themselves in situ-
ations where an employee has 

posted unfavorable comments 
about the employer on social 
media.

Social Media Policies

Over the past few years, the 
NLRB has issued three separate 
reports in which it provided guid-
ance to employers regarding 
social media policies. In the most 
recent report, the Board exam-
ined the social media policies of 
a number of different employers.2 
In a number of these cases, the 
Board’s General Counsel’s office 
found that certain provisions of 
the social media policies at issue 
were unlawful under §8(a)(1) of 
the National Labor Relations Act 
(NLRA) because they interfered 
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Last year’s alleged bullying, 
via voicemails and text 
messages, of Miami Dol-

phins player Jonathan Martin by 
his teammate Richie Incognito, 
which caused Martin to leave the 
team, sparked a controversial 
debate over the fact that work-
place bullying is not illegal under 
federal or state law.

A 2011 Monster Global Poll 
asked workers, “Have you ever 
been bullied at work?” Sixty-four 
percent of the 16,517 respondents 
answered that they had been bul-
lied, physically hurt, driven to 
tears, or had their work perfor-
mance affected, and 16 percent 
had witnessed a co-worker being 
bullied. In another 2011 study by 
the Society for Human Resource 
Management, incidents of work-
place bullying occurred in more 
than 50 percent of companies, 
yet only 43 percent of companies 
reported having an “anti-bullying” 
policy in their employee manual.

Since 2003, 25 states have 
considered legislation and, at 
last count, 11 states have active 
bills promoting a healthy work-
place environment. Yet, no state 
has passed legislation creating a 
private cause of action against 
an employer by an employee 
who is subjected to workplace 
bullying. The Incognito episode 
may prove to be the tipping point 
where enough public support is 
garnered to reverse the trend.

Bullying behavior can present 
in a number of ways, from face-
to-face or telephone confronta-
tion, to more passive email and 
text messaging bullying, to more 
aggressive cyber bullying con-
ducted via Facebook posts, Twit-
ter tweets, and blogs. In order to 
understand the colloquial terms 
“bullying” and “cyber bullying,” 
which afford no statutory pro-
tections to those victimized in 
the workplace, one must under-
stand the type of harassment 
that is legally prohibited in the 
workplace.

Currently, under federal law, 
employees are protected if 
subjected to a “hostile working 
environment” that is motivated 
by their perceived or actual race, 
color, religion, sex, national ori-
gin, disability, genetic information 
or age.1 Various state and city 
laws may also protect employ-
ees against hostility aimed at, 

among other things, marital sta-
tus, political affiliation, sexual 
preference, sexual orientation 
or gender identity.

Generally, in order to prevail 
on a hostile working environment 
claim, an employee needs to 
establish that the harassing con-
duct, regardless of the way it was 
communicated, was unwelcome, 
aimed at the victim’s protected 
status, subjectively abusive to 
the employee, and “sufficiently 
severe or pervasive to alter 
the conditions of the [victim’s] 
employment.”2 Whether the 
harassing conduct is considered 
severe or pervasive so as to be 
actionable is determined on a 
case-by-case basis, with consid-

eration often paid to the following 
factors, none of which alone is 
dispositive:

• the frequency and severity of 
the unwelcome conduct;

• whether the conduct was 
physically threatening or humili-
ating, or a mere offensive utter-
ance;

• whether the conduct unrea-
sonably interfered with work per-
formance;

• the effect on the employee’s 
psychological well-being; and

• whether the alleged harasser 
was a superior within the orga-
nization.3

In evaluating whether conduct 
that does not result in a tangible 
job detriment (i.e., failing to hire, 
termination, failing to promote, 
reassignment with significantly 
different responsibilities, or a 
significant change in benefits or 
compensation) is nevertheless 
actionable, the U.S. Supreme 
Court has specifically noted that 
“simple teasing, offhand com-
ments, and isolated incidents 
(unless extremely serious)” are 
insufficient to constitute severe 
and pervasive. Statutes protect-
ing employees from hostile work-
ing environments are not meant 
to be “a general civility code” and, 
when applied as intended, should 
not elevate a complaint involving 
“the ordinary tribulations of the 
workplace, such as the sporadic 
use of abusive language … and 
occasional teasing” to unlawful 
harassment.4
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Inside many businesses, emails 
and electronic communica-
tions are the primary—and 

sometimes only—way people 
communicate. As one federal 
judge noted, email has not only 
replaced paper memos and letters, 
but “many informal messages that 
were previously relayed by tele-
phone or at the water cooler are 
now sent via email.”1

But the convenience of elec-
tronic communication comes with 
some costs: Email’s persistence 
and ease of duplication mean that 
once a message has been sent, the 
author loses all control over it. 
Emails can be easily distributed 
well beyond their intended audi-
ence, and often reemerge to the 
detriment of the sender in litiga-
tion or other disputes. Snapchat, 
an app that allows users to send 
picture and video messages that 
“self-destruct” after viewing, has 
achieved a $2 billion valuation by 
offering at least a partial solution 
to these problems. Encouraged 
by Snapchat’s success, several 
recently launched apps aim to 
bring “self-destructing” messages 
to a more business-minded user 
demographic.

For example, an app called 
TigerText markets itself as an 
enterprise solution for comply-
ing with health care confidential-
ity and other privacy regulations, 
while promoters of the app Con-
fide describe it as the “Snapchat 
of the C-suite.” The need for confi-

dential communication regarding 
sensitive business issues is com-
mon among busy executives and 
professionals, but trying to coor-
dinate schedules for phone calls 
or other real-time meetings can be 
challenging, and in today’s global-
ized marketplace this difficulty is 
often compounded by differences 
of time zone and geography. At the 
same time, the ubiquity of mobile 
devices and our “always-on” cul-
ture cause people to be less toler-
ant of communication delays. But 
despite the inconvenience and lost 
productivity involved in arranging 
real-time talks, it is wise to be cau-

tious about discussing sensitive 
topics by email because of the risk 
such communications might find 
their way into the possession of 
a litigation adversary, competitor, 
or other hostile party. The abil-
ity to send secure messages that 
cannot be saved, stored, or for-
warded could foster productivity 
by encouraging frank and timely 
communications, freeing people 
from both the need to coordinate 
real-time conversations and the 
fear that messages will fall into 
unwanted hands. As the draw of 

self-destructing messaging apps 
for busy professionals is likely to 
be strong, firms and their legal 
advisors need to be proactive in 
contemplating how such apps 
might be used in the workplace.

These apps raise a number of 
potential compliance and legal 
concerns. The fundamental prob-
lem with these self-destructing 
message systems is that users 
may view communications sent 
through them as unrecorded, 
similar to a phone call or face-to-
face talk, but this perception is not 
correct. A communication that is 
quickly or automatically deleted 
is not the same as one that was 
never recorded. Sending com-
munications through a system 
that makes deletion automatic 
(and perhaps irreversible) is not 
likely to excuse noncompliance 
with any legal or ethical obligation 
to preserve documents. Lawyers 
and compliance professionals 
will need to be vigilant to ensure 
that corporate personnel are not 
inadvertently violating document 
retention obligations by using 
these services, thereby exposing 
themselves or their employers to 
sanctions.

One potential concern is the use 
of these apps by companies in reg-
ulated industries, such as financial 
services firms, companies subject 
to Sarbanes-Oxley, or health care 
organizations, where their use may 
violate regulatory record retention 
obligations. For example, regulat-
ed financial entities are required 
to retain broad categories of inter-
nal and external communications, 
including electronic communica-
tions, and regulators have been 
aggressive in enforcing these 
requirements. In December 2013, 
the Financial Industry Regulatory 
Authority (FINRA) fined one mem-
ber bank $3.75 million for failing 
to maintain emails, 
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Developing Social Media Policies 
That Survive NLRB Scrutiny

with an employee’s right to engage 
in protected, concerted activity 
under §7 of the NLRA.3 In reaching 
these decisions, the NLRB applied 
a two-part analysis to determine if 
a social media policy violated the 
NLRA. First, the Board reviewed 
the social media policy to deter-
mine if it explicitly restricted §7 
protected activities. If the policy 
contained such explicit restric-
tions, it was unlawful on its face. 
If the social media policy did not 
explicitly restrict §7 protected 
activities, the Board then analyzed 
whether (i) employees would rea-
sonably construe the language in 
the policy to prohibit §7 activity; 
(ii) the policy was enacted in 
response to union activity; or 
(iii) the policy was applied to 
restrict the exercise of §7 rights.4 
If the answer to any of these ques-
tions was yes, then the policy was 
unlawful under the NLRA. In addi-
tion to setting forth the foregoing 
analysis, the Board also issued a 
sample social media policy for 
employer reference.5
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by Marianne Monroy

With a few strokes of the 
keyboard or taps on the 
iPad, employers seem-

ingly have a wealth of free and eas-
ily accessible information up for 
grabs to scout for new talent and 
recruits, and weed out less desir-
able applicants from the stack of 
resumes on their desks.

Employers may also seem-
ingly have justification in firing 
an employee whose social media 
content impugns the reputation of 
the business, demeans or threatens 
staff, or divulges confidential busi-
ness information. However, what 
may seem to be an appropriate use 
of publicly available information 
is not without legal implications 
and risks.

Employee Recruitment

Although there are no laws that 
prohibit the use of social media 
to screen or recruit applicants, 
conducting pre-hire social medial 
background checks may expose 
employers to potential “failure to 
hire” discrimination claims.

While the employer may be inno-
cently looking at social media con-
tent to ascertain the candidate’s 
prior work experience, education 

and skills, the employer may also 
obtain personal information about 
the candidate that legally cannot, 
and should not, be factored into 
the hiring process. For example, 
by accessing a job candidate’s 
LinkedIn profile, an employer 
may obtain a photo identifying the 
candidate’s race or ethnicity, and 
a similar search of the candidate’s 
Facebook account may identify the 
candidate’s religion, sexual orienta-
tion or perhaps a disability.

Yet, it is unrealistic to entirely 
ignore the value of social media 
with regard to recruitment efforts. 
Just as job seekers use social media 
to look for positions and market 
themselves, employers should 
be able to use social media in 
a legally responsible manner. 
However, to harness the value of 
social media in recruitment efforts, 
while at the same time minimize 
the risk of discrimination or pri-
vacy claims, employers would be 
well served by taking the initial 
steps of: (i) adopting appropriate 
social media policies with regard to 
recruitment; (ii) preparing written 
detailed job descriptions; (iii) des-
ignating and training personnel to 
conduct social media background 
checks consistent with policy and 
law; and (iv) uniformly applying the 
policy.

Review and Expand Social 
Media Policies to Cover Recruit-
ment Efforts. It has become fairly 
commonplace for employers to 
have social media policies govern-
ing usage by existing employees. 
Historically, employers were gen-
erally free to implement broad pol-
icies restricting employees from 
using social media sites such as 
Facebook, MySpace, Twitter and 
the like to disparage the company, 
product or services, demean staff, 
or even disclose what was tradi-

tionally considered “confidential” 
salary information. However, since 
2011, the National Labor Relations 
Act (NLRA), which protects union 
and non-union employees’ right 
to engage in “concerted activ-
ity” (including the right to dis-
cuss the terms and conditions 
of their employment), has been 
interpreted to prohibit employ-
ers from imposing such broad 
restrictions on an employee’s 
usage of social media, which 
may discourage employees from 
organizing or negotiating terms of 
employment. See 29 U.S.C. §157; 
NLRB and Social Media, National 
Labor Relations Board Fact Sheet, 
available at http://www.nlrb.gov/
news-outreach/fact-sheets/nlrb-
and-social-media.

While employers can no longer 
impose sweeping restrictions, nar-
rowly tailored social media policies 
remain a critical management tool. 
Among other things, social media 
policies remain an effective tool 
to minimize, and defend against, 
employee privacy and First Amend-
ment claims, when such a policy 
clearly places employees on notice 
that their Internet, email and com-
puter usage on company issued 
equipment may be accessed, 
read and monitored. Policies that 
restrict employees from using 
social media to unlawfully harass, 
intimidate or threaten staff, ven-
dors and clients also remain criti-

cal to protecting the work environ-
ment and promoting an employer’s 
zero-tolerance policy against acts 
of discrimination and workplace 
violence.

Employers who use social media 
to recruit or screen job applicants 
should make clear that their social 
media policy covers the pre-
employment hiring process, and 
that it is not limited to setting 
forth the dos and don’ts of social 
media usage by existing employ-
ees. With regard to provisions 
of the policy that cover recruit-
ment, ideally employers should 
consider implementing a process 
that involves conducting a social 
media background check after a 
conditional offer of employment 
has been extended and consent 
obtained from the applicant. This 
is similar to the approach taken 
by employers who extend a condi-
tional offer of employment, subject 
to a criminal background check. 
By first extending the conditional 
offer, should the employer later 
uncover information in the criminal 
or social media background check 
that appropriately warrants revo-
cation of the offer, it diminishes the 
applicant’s ability to establish that 
they were denied employment due 
to race or other protected charac-
teristics, which would have been 
known by the employer when he 
or she initially made the job offer.

Further, just as employees are 
given an opportunity to refute false 
information that may come up in 
a criminal background check or 
explain why any such record has 
no bearing on their ability to per-
form the job, applicants should 
arguably have a similar opportu-
nity to confront and explain social 
media content that has been relied 
upon by the hiring decision-maker, 
which may be false or otherwise 
unreliable.

Employers should be wary 
about implementing policies and 
procedures demanding appli-
cants to provide them access to 

“blocked” or password-restricted 
information. Job seekers are now 
more cognizant that employers 
may be trolling the Internet for 
information that they do not neces-
sarily want a prospective employer 
to see, and they may limit access 
to select viewers (e.g., a person 
with a Facebook account may allow 
access to those individuals he or 
she formally accepts or acknowl-
edges as a “friend”) and block 
information to the general public. 
Several states, such as Arkansas, 
California, Colorado, New Jersey, 
Nevada, New Mexico, Oregon, 
Utah, Vermont, and Washington, 
specifically restrict employers 
from demanding an applicant or 
employee to provide password or 
login information to gain access 
to their social media accounts. 
See Society for Human Resources 
Management, Social Media Priva-
cy, November 2013, available at 
http://www.shrm.org/legalissues/
stateandlocalresources/stateand-
localregulations/documents/social-
mediaprivacy.pdf. Although New 
York does not have such a law cur-
rently, similar legislation has been 
previously introduced in the state 
senate. See S. 1701, 2103 Leg., 236th 
Sess. (N.Y. 2013) Employers should 
also refrain from bypassing secu-
rity settings and surreptitiously 
gaining access with a fake iden-
tity or other end-run means (e.g., 
an employer asking someone who 
may have access to the applicant’s 
non-public social media content to 
feed them the blocked informa-
tion). The Federal Stored Com-
munications Act, 18 U.S.C. §2701, 
makes it an offense to intention-
ally access stored communications 
without authorization or in excess 
of authorization.

Drafting Written Job Descrip-
tions. To supplement policies relat-
ing to recruiting and equal employ-
ment opportunities, it is important 
for employers to have detailed and 
standardized job descriptions, 
which specify the requirements 
and essential functions for all job 
positions. Thus, if a background 
check of an applicant’s education, 
credentials, or social media profile 
reveals that the applicant does not 
meet the express criteria of the job 
description, the applicant will be 
hard-pressed to claim that he or 
she was not hired because of race, 
age, disability or other discrimina-
tory reasons.

Designating Appropriate Per-
sonnel to Implement Policy. An 
employer may also be wise to des-
ignate a specific person—who is 
not involved with interviewing or 
making hiring decisions—to con-
duct the social media background 
check and report to the decision 
maker only information relevant to 
the position being sought. In other 
words, have a designated employee 
scrub from the social media back-
ground check any information that 
may not lawfully be considered by 
the decision maker, including the 
applicant’s race, religion, disability, 
age, etc. Of course, this method 
assumes an honor system and that 
such impermissible information 
will not be leaked to the decision 
maker. Alternatively, employers 
may engage a third-party ven-
dor to conduct the social media 
background search and scrub the 
information before reporting it to 
the employer, which is commonly 
done for purposes of running crimi-
nal or credit history background 
checks on applicants. As criminal 
and credit history reports con-
ducted by third parties are viewed 
as consumer reports, a report of 
an applicant’s social media his-
tory prepared by a vendor may 
be also be deemed a consumer 
report. And, as a consumer report, 
an employer would need to first 
obtain an applicant’s consent to 
have the vendor conduct the social 
media background check to avoid 
running afoul of the 
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While the employer may be innocently looking at 
social media content to ascertain the candidate’s 
prior work experience, education and skills, the em-
ployer may also obtain personal information about 
the candidate that legally cannot, and should not, 
be factored into the hiring process. 
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doing business in the state from 
requesting or requiring that an 
employee or job applicant disclose 
any username, password or other 
means of accessing an electronic 
communications personal account 
or service, including a social media 
account. In the ensuing 16 months, 
Arkansas, California, Colorado, Illi-

nois, Michigan, Nevada, New Jer-
sey, New Mexico, Oregon, Utah and 
Washington passed legislation pro-
hibiting employers from requiring 
prospective and current employ-
ees to disclose a username or pass-
word to a social media account. 
Several more, including New York 
state, introduced such legislation 
in 2013, and many are expected to 
be signed into law in 2014.2

The legislation introduced in the 
New York State Legislature would 
prohibit an employer or education-
al institution from requesting or 
requiring an employee, applicant 
or student to disclose any user-
name, password or other means 
for accessing a personal account 
through specified electronic com-
munications devices.

Recently, New Jersey became 
the twelfth state to enact social 

media password protection leg-
islation, which became effective 
Dec. 1, 2013.3 The law prohibits 
an employer from retaliating or 
discriminating against any job 
applicant or current employee for 
any of the following conduct: (1) 
refusing to comply with an employ-
er’s request for login information 
for a personal media account; (2) 
reporting a violation of the law 
to New Jersey’s Commissioner of 
Labor and Work Force Develop-
ment; (3) testifying, assisting, or 
participating in an investigation 
concerning a violation of the law; 
(4) otherwise opposing a violation 
of the law.

The recently enacted and 
pending state laws have distinct 
commonality with respect to the 
prohibitions against requesting 
disclosure of usernames and 
passwords, but they vary mate-
rially in other respects. Some, 
for example, exempt law enforce-
ment agencies that screen appli-
cants for law enforcement posi-
tions. New Mexico’s law protects 
only job applicants, not current 
employees. Some provide a pri-
vate right of action in the event 
of violation, some do not. And, 
enforcement procedures and 
penalties for non-compliance 
vary widely. As new state laws 
are added to the already complex 
fabric of state legislation, national 
and multi-state employers must 
adopt hiring policies that comply 
with dozens of divergent statutes 
and adjust them as pending bills 
are voted upon and become law. 
This rather daunting challenge, 
together with the risks inherent 
in basing employment decisions 
on information gleaned from the 
Internet, may well cause employ-
ers to rethink their reliance on 
social media searches as a hiring 
tool—at least until the passage of 
federal legislation that may bring a 
level of consistency and symmetry 
to the law. Currently, the Social 
Networking Online Protection Act, 
introduced by Congressman Eliot 
Engel, is pending in the House of 
Representatives. It would prohibit 
employers from (1) requiring or 
requesting that an employee or 
applicant for employment pro-
vide a username, password, or 
any other means for accessing a 
private email account or personal 
account on a social networking 
website; and (2) discharging, dis-
ciplining, discriminating against, 
denying employment or promo-
tion to, or threatening to take any 
such action against any employee 
or applicant who refuses to pro-
vide such information, files a com-
plaint or institutes a proceeding 
under the Act, or testifies in any 
such proceeding. The act would 
provide for civil penalties and 
injunctive relief in the event of 
violation.4

Post-Employment Dangers Lurk

The difficulties inherent in 
navigating the world of social 
media do not end after the can-
didate becomes an employee. 

Post-hiring questions abound 
such as: Can an employer punish 
an employee for online postings? 
Can an employee disparage the 
company on social media? One 
of the growing bodies of law as it 
pertains to an employee’s online 
postings, whether on Facebook, 
Twitter or blogs, deals with the 
question of whether the on-line 
speech is “protected concerted 
activity” under the National 
Labor Relations Act (NLRA).5 
In 2011, the NLRB issued the 
first decision after a full hear-
ing regarding employee social 
media use and NLRA rights. In 
Hispanics United of Buffalo,6 the 
Board ordered reinstatement of 
five employees who were found to 
have been unlawfully discharged 
for their use of social media to 
discuss the terms and conditions 
of their employment.

In 2012, the NLRB’s Acting Gen-
eral Counsel released two memos 
detailing the results of investiga-
tions in dozens of social media 
cases. The memos underscored 
two main points: (1) employer 
policies should not be so sweep-
ing that they prohibit the kinds 
of activity protected by federal 
labor law, such as the discussion 
of wages or working conditions 
among employees;7 and (2) an 
employee’s comments on social 
media are generally not protected 
if they are mere gripes not made 
in relation to group activity among 
employees. Demonstrating that 
the use of social media will only 
expand in the workplace, on May 
7, 2013 the Office of the General 
Counsel of the NLRB issued an 
“Advice Memorandum” in connec-
tion with a pending matter in which 
it concluded that the employee 
who, together with nine other 
current and former employees of 
the employer, engaged in a Face-
book group message to organize a 
social event.8 At some point dur-
ing the group’s e-conversation, the 
employee expressed her disdain 
toward a supervisor who had tried 
to speak to her. She said that she 
told this supervisor to “back the 
freak off” and had other choice 
words for her employer. The Gen-
eral Counsel concluded that the 
employee was not engaged in con-
certed activity when she posted 
her comments on Facebook. How-
ever, it also concluded that the 
employer violated §8(a)(1) of the 
NLRA by forbidding the employee 
to access Facebook at work or post 
similar online commentary at any 
time during the workday. Further-
more, the General Counsel recom-
mended that the Regional Office 
use the above case “as a vehicle 
to argue that [the decision] in 
The Guard Publishing Company 
d/b/a The Register-Guard, should 
be overturned.9 In Guard Publish-
ing, the NLRB held that employees 
have no statutory right to use the 
employer’s email system for §7 
purposes. That decision has been 
extended to the use of employer’s 
electronic equipment in general. 
According to the General Counsel, 
the reversal of Guard »  Page 13

By Lois Carter sChLisseL

Before social media changed 
the world, employers hired 
employees based on a one-

page resume, some perfunctory 
references and an interview. After 
the employee was hired, most of 
the scuttlebutt around the office 
was shared in chatter at the water 
cooler, usually out of the earshot 
of a supervisor and thus, no harm 
no foul.

With the advent of social 
media, every aspect of a per-
son’s life in and out of the work-
place is fair game for employers 
and anyone else who cares to 
look. Management can find out 
what employees think about the 
company, as can everyone else, 
including the customers the 
employer hopes to service. The 
power of communication through 
the use of social media is unmis-
takable and unstoppable. But with 
great power comes great respon-
sibility—for employees and their 
employers.

Legal issues involving the use 
(and misuse) of social media are 
now coming before the courts for 
resolution. Management as well 
as employees need to know what 
they can and cannot do to avoid 
finding themselves embroiled 
in litigation or terminated from 
their jobs with little recourse. 
These issues include whether 
an employer can use informa-
tion found on a job applicant’s 
social media sites in considering 
whether to hire that candidate; 
whether an employer can force 
an employee or job applicant to 
provide passwords to access his/
her Facebook page; whether an 
employee or prospective employ-
ee has any privacy rights in con-
nection with information he/she 
posts on the web; whether an 
employee is protected when he/
she posts something on social 
media that an employer finds 
unacceptable; and whether the 
employer can be liable for its 
employees’ postings.

Pre-Hiring

Questions about religion, polit-
ical affiliation and marital status 
are known to be off limits during 
the interview of a candidate for 
employment. Employers do not 
even want to receive a picture of 
a candidate for employment as it 
could lead to claims that the can-
didate’s age or race played a role 
in the employment decision. Yet, 
with a world of information at the 
employer’s fingertips at the touch 
of a key, some employers feel it 
would almost be an abdication of 

responsibility not to study a can-
didate’s online presence before 
making the hiring decision.

Recognizing that users’ post-
ings—public and private—pro-
vide potentially useful informa-
tion in assessing applicants for 
employment, a new name has 
been given to the practice: “cyber 
screening.” According to Career 
Builders, 65 percent of employ-
ers surveyed said they research 
candidates to see if the job seeker 
presents themselves profession-
ally. Fifty-one percent want to 
know if the candidate is a good 
fit for the company culture, and 
another 45 percent want to learn 
more about his/her qualifications. 
A third (34 percent) of employers 
who scan social media profiles 
said they have found content 
that has caused them not to hire 
the candidate and about half of 
those employers said they did not 
offer a job candidate the position 
because of provocative or inap-
propriate photos and information 
posted on his/her profile.1

Two issues are raised by 
“cyber screening.” The first is will 
employers subject themselves 
to liability by simply gathering 
information such as a person’s 
race or marital status from the 
candidate’s public profile? The 
simple answer is: Possibly. If the 
employer actually has a written 
policy that it will engage in cyber 
screening, the risk increases that 
a candidate will assert a claim 
that he/she did not get the job 
because the employer took into 

account that candidate’s race, 
marital status, et al. As such, an 
employer might be better off not 
instituting a formal policy.

Taking it to another level, 
another issue has become a topic 
of great debate. Specifically, some 
employers are not satisfied with 
merely viewing the public por-

tion of a candidate’s online pro-
file. There are many instances 
where employers have demanded 
that a candidate produce pass-
words so it can access the pri-
vate portion of the candidate’s 
social media site. The ACLU and 
privacy advocates lobbied hard 
for legislative protections that 
would limit the use of private 
social media in hiring and pro-
hibit employers from requiring 
applicants and employees to pro-
vide usernames and passwords 
to their social media sites. Bills 
were introduced in many state 
legislative bodies, and, on Oct. 
1, 2012, Maryland’s “User Name 
and Password Privacy and Exclu-
sions Act” became law, making 
Maryland the first state to enact 
such legislation. The Maryland 
statute prohibits all employers 
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provide potentially useful information in assessing 
applicants for employment, a new name has been given 
to the practice: “cyber screening.” 
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Given these parameters, the 
state bills that have been intro-
duced to provide a private right 
of action for workplace bullying 
claims—not aimed at an employee’s 
protected class—provide a defini-
tion of bullying that requires more 
than sporadic or occasional bully-
ing. Pending legislation has been 
modeled on the 2004 “Healthy 
Workplace Bill” written by Suffolk 
University Law School Professor 
David Yamada. His definition of 
unlawful abusive workplace con-
duct includes “repeated infliction 
of verbal abuse such as the use 
of derogatory remarks, insults, 
and epithets; verbal or physical 
conduct of a threatening, intimi-
dating, or humiliating nature; the 
sabotage or undermining of an 
employee’s work performance; or 
attempts to exploit an employee’s 
known psychological or physical 
vulnerability.5 Similar to the type 
of hostile work environment that 
is protected by statute, workplace 
bullying will need to be “severe and 
egregious” before giving rise to an 
actionable claim. A 2007 study con-
ducted by the Workplace Bullying 
Institute reported that the work-
place harassment sought to be pre-
vented by this type of legislation 
is four times more prevalent than 
the hostile working environment 
harassment currently proscribed 
by statute.6

Healthy Workplace bills do not 
address the various ways one can 
be bullied and, presumably, if the 
conduct meets the definition of 
bullying it is irrelevant whether 
one is being bullied face-to-face 
or electronically. However, it is 
conceivable that certain types of 
cyber bullying may be difficult to 
identify, and to impose employer 
liability in those situations may 
be grossly unfair. For example, a 
bully can sabotage or undermine 
a co-worker’s work performance 
by stealing the victim’s password 
and pretending to be the victim 
in email communications, or by 
posting defamatory statements 
about the employer or chang-
ing the victim’s online profile to 
include sexual, racist or other 

inappropriate posts. Similarly, 
a co-worker can spread rumors, 
lies or gossip about the victim 
through websites or blogs while 
maintaining anonymity. As a 
result, a workplace bullying law 
should avoid employer liability in 
situations where the technologi-
cally sophisticated cyber bullying 
simply cannot be prevented.7

While few may dispute that 
bullying of any nature can be 
destructive in the workplace, 
presently employees are only 
afforded protections from the 
most egregious kinds of abuse. 
For example, an employee who is 
a victim of an assault (an inten-
tional act by one person that cre-
ates an apprehension in another 
of imminent harm) or battery (an 
intentional act causing harmful or 
offensive contact with another) in 
the workplace may pursue crimi-
nal prosecution under most state 
penal laws, or civil recompense 
in jurisdictions that recognize a 
private right of action for assault 
and/or battery. In addition, while 
the common law tort of inten-
tional infliction of emotional 
distress exists in many states, 
many courts have been reluctant 
to find those claims sustainable 
in the workplace.8 Both federal 
and state courts have noted that 
“[i]t is extremely rare to find con-
duct in the employment context 
that will rise to the level of outra-
geousness necessary to provide a 
basis for recovery for the tort of 
intentional infliction of emotional 
distress.”9 Similarly, an employ-
er who knows of an employee’s 
propensity for bullying and does 
nothing to prevent or stop it 
before it results in actual harm, 
could be held liable in states 
that recognize claims against an 
employer for negligent hiring or 
supervision (to the extent these 
claims are not preempted by 
worker’s compensation statutes).

No state, however, has enacted 
the kind of sweeping legislation 
that is directed at eradicating 
intimidating, humiliating and/or 
threatening conduct by a co-worker 
or conduct aimed at sabotaging 
and/or undermining another’s 
work performance, all of which 
can have a debilitating effect on 
the victim. Indeed, people who are 

bullied at work have been found 
to experience stress and anxiety 
that can result in depression, panic 
attacks, digestive problems and 
insomnia. Moreover, bullying can 
result in significant consequences 
for employers, such as:

• Reduced efficiency, productiv-
ity and profitability

• Increased absenteeism and 
sick and medical leave

• Increased employee turnover 
resulting in additional recruitment 
costs

• Poor morale, erosion of 
employee loyalty and commitment

• Increased workers’ compensa-
tion claims

• Adverse publicity and negative 
public image

• Legal costs incurred defending 
workplace bullying claims (even 
if such claims are found not be 
actionable)

Enacting a statute providing a 
private right of action for bullied 

employees would likely reduce the 
incidence of bullying and increase 
employer awareness of the neces-
sity to prohibit such behavior. How-
ever, challengers to such legislation 
have been strident in their opposi-
tion; they fear such a statute would 
subject employers to a barrage of 
frivolous lawsuits and threats.

Indeed, throughout the coun-
try, employees already have a 
great deal of leverage against 
justifiable adverse action being 
taken by an employer. Too often 
employees unjustifiably claim 
that adverse action being taken 
against them is discriminatory 
in order to reverse the action, 
receive severance or increase 
the amount of severance being 
offered. Many employers are 
therefore already reluctant to 
take adverse action against an 
employee in a protected class 
without considerable documenta-
tion, even though the action being 
taken is entirely unrelated to such 
employee’s protected class.

Moreover, opponents fear that 
legal regulation of workplace 

bullying will open a floodgate of 
employee complaints about con-
duct that does not amount to bul-
lying, and is likely present in any 
work environment. Such conduct 
includes criticism of performance, 
discourteous remarks or acts of 
frustration, differences in opinion, 
insensitivity to work demands, 
and disappointing performance 
reviews. Accordingly, workplace 
bullying must be clearly defined 
to ensure it does not prevent 
the proper exercise of manage-
rial authority, including decisions 
relating to job duties, workloads, 
deadlines, transfers, reorganiza-
tions, work instructions or feed-
back, evaluations, performance 
management, and/or disciplinary 
actions.

Indeed, Yamada’s examples of 
bullying behaviors sought to be 
regulated by law demonstrate the 
potential overreaching effects of 
legislation. He includes hostile 

glares and other intimidating 
non-verbal behaviors, shouting, 
exclusion and the “silent treat-
ment,” excessively harsh criti-
cism, and unreasonably heavy 
work demands. Legislation that 
makes this type of behavior ille-
gal will hamper an employer’s 
ability to conduct business, and 
may require constant policing of 
employees’ interactions.

While many of the existing 
“healthy workplace” bills include 
safeguards designed to weed out 
frivolous claims, these protections 
are not foolproof. For example, an 
employer can escape liability by 
exercising reasonable care to pre-
vent and promptly correct bullying 
behavior, and if the employee fails 
to take advantage of preventive or 
corrective measures provided by 
the employer. However, since the 
proposed legislation allows for 
attorneys’ fees, it is not unlikely 
that an employee will locate a law-
yer to bring or threaten to bring 
an action for a claimed statutory 
violation. Thus, there is nothing in 
the statute that can conclusively 

prevent an employee from mak-
ing false claims or exaggerating 
a benign employee conflict to fit 
within the statutory definition of 
workplace bullying.

This is not to say that pervasive 
and severe workplace bullying, 
especially when aimed at sabo-
taging, intimidating, threatening 
and/or belittling a co-worker or 
subordinate, should not be prohib-
ited conduct by employers. Given 
the potentially damaging effects of 
workplace bullying to an employ-
er’s business, employers would 
be well served to distribute and 
enforce a written code of conduct 
that specifically defines and prohib-
its workplace bullying, encourages 
reporting of conduct that meets the 
definition, provides a mechanism 
for investigating and resolving such 
complaints, prohibits retaliation 
for reporting, and imposes correc-
tive action for violations, including 
termination if warranted.10

Employers cannot ignore social 
media as a prevalent forum in 
today’s world for workplace bul-
lies.11 Last year’s National Labor 
Relations Board (NLRB) Acting 
General Counsel’s Memorandum 
on Social Media Policies demon-
strates that policies must be care-
fully crafted to avoid running afoul 
of the National Labor Relations Act 
(NLRA). Policy language violates 
the NLRA if it restricts an employ-
ee’s right to share and discuss their 
terms or conditions of employment 
with both co-workers and outsiders 
alike. However, social media poli-
cies prohibiting employees from 
engaging in “harassment, bullying, 
discrimination, or retaliation of co-
workers that would not be permis-
sible in the workplace … even if 
these actions are taken after hours, 
from home and on home comput-
ers” are permissible.12

One would be hard pressed to 
argue against a work environment 
that promotes respect and civility, 
and reduces or even eliminates 
workplace bullying without expos-
ing an employer to unnecessary 
litigation for everyday behaviors 
prevalent in most work environ-
ments that strive for excellence 
in performance and productivity. 
Whether through legislation or 
simply through greater employer 
awareness and the enforcement 

of employment policies, this is 
a noble goal that employers and 
employees alike should endeavor 
to achieve.

•••••••••••••••••••••••••••••
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instant messages, and other elec-
tronic documents in a format that 
would prevent their deletion or 
alteration.2 The extensive record-
keeping obligations imposed by 
financial regulators make it nearly 
impossible for such organizations 
to permit the use of any commu-
nication systems that cannot be 
archived, so these firms may need 
to augment their policies, and per-
haps even implement technological 
restrictions, to prevent the use of 
self-destructing messaging systems 
by their employees.

Companies subject to Securi-
ties and Exchange Commission 
(SEC) rules promulgated under 
Sarbanes-Oxley may also be some-
what restricted in the use of these 
messaging apps. These rules gen-
erally require companies to retain 
records relevant to an audit or 
review for seven years after its 
completion. This recordkeeping 
requirement applies broadly to 
include any documents that form 
the basis of the audit or review, 
including all “memoranda, corre-
spondence, communications, other 
documents, and records” that are 
“created, sent or received in con-
nection with the audit or review” 
and “contain conclusions, opinions, 
analyses, or financial data related 
to the audit or review.”3 Sarbanes-
Oxley also created severe criminal 
penalties for the destruction of, or 
failure to preserve, certain docu-
ments. The act provides for up to 
10 years’ imprisonment for know-
ingly violating its audit record 
retention requirements, and up to 
20 years for anyone who should 
“corruptly alter, destroy, mutilate, 
or conceal documents with the 
intent to impair their integrity or 
availability in an official proceed-
ing” or “knowingly destroy, alter, 
or falsify documents and other 
records in federal investigations 
and bankruptcy.”4 Accordingly, 
companies and their auditors need 
to consider policies or technologi-
cal restrictions that limit the abil-
ity to use self-deleting messaging 
systems in these circumstances.

In contrast to the regulatory 
trend toward greater transpar-
ency in financial markets, health 

care industry regulations empha-
size patient privacy and data 
security. Laws such as the Health 
Insurance Portability and Account-
ability Act of 1996 (HIPAA) and the 
Health Information Technology for 
Clinical and Economic Health Act 
(HITECH), as well as professional 
ethical rules, require health care 
organizations to safeguard the 
confidentiality of patient informa-
tion, and threaten severe penalties 
for noncompliance.5 For example, 
in August 2013, a managed care 
organization in New York paid the 
Department of Health and Human 
Service (HHS) more than $1.2 mil-
lion dollars to settle allegations 
that it violated its HIPAA obliga-
tions to safeguard data when it 
returned several photocopiers to 
a leasing agent without erasing the 
data contained on the copiers’ hard 
drives.6 The strict privacy require-
ments imposed on the health care 
facilities and providers may make 
self-deleting messages a potentially 
attractive industry tool. Timely 
communication among medical 
providers quite literally can be a 
matter of life and death, but even in 
the most urgent of circumstances, 
patient information must be kept 
from unauthorized or accidental 
disclosure. TigerText has attracted 
considerable attention from media 
and investors for its success in 
marketing its messaging service to 
hospitals and medical practices, 
and some industry watchers have 
predicted that TigerText and other 
apps like it are poised to become 
valuable tools to the $3 trillion U.S. 
health care industry.7

As it would be impossible to list 
every regulatory requirement that 
might be implicated by the use of 
self-deleting messengers, compa-
nies will need to conduct their own 
individual analyses and risk assess-
ments. Such assessments should 
also look beyond regulatory obli-
gations, and determine how using 
these apps fits into those compa-
nies’ document retention policies.

Document retention policies 
generally dictate how long records 
must be retained, setting a point 
at which, absent exceptional cir-
cumstances, records should be 
destroyed so as to avoid the cost 
and litigation risk of storing records 
that no longer serve a clear legal 
or business purpose. When docu-
ments are unavailable as a result of 

a comprehensive and consistently-
enforced retention policy, courts 
generally accept this as a defense 
to claims of spoliation. As the U.S. 
Court of Appeals for the Fifth Cir-
cuit noted, 

[T]here is nothing improper 
about following a document 
retention policy when there is 
no threat of an official investi-
gation, even though one pur-
pose of such a policy may be 
to withhold documents from 
unknown, future litigation.8 

This same motivation to keep 
documents that might be damag-

ing or prone to misinterpretation 
out of the hands of litigation adver-
saries is a strong enticement to 
use self-deleting messaging apps. 
However, while courts universally 
recognize the business need to 
destroy documents as a matter of 
course, “[o]nce a party reasonably 
anticipates litigation, it must sus-
pend its routine document reten-
tion/destruction policy and put in 
place a ‘litigation hold’ to ensure 
the preservation of relevant docu-
ments.”9 This standard, articulated 
in Zublake v. UBS Warburg, has been 
widely adopted by state and federal 
courts, and it largely mirrors the 
guidelines of the  Sedona Confer-
ence, which states that the obliga-
tion to preserve documents arises 
“at the point in time when litigation 
is reasonably anticipated whether 
the organization is the initiator or 
the target of the litigation.”10 Failure 
to preserve evidence as required 
can result in sanctions, ranging from 
monetary fines to adverse inference 
jury instructions or even termina-
tion of the litigation.11

The obligation to issue a litiga-
tion hold and to preserve potential 
evidence conflicts with the very 
self-deleting nature that makes 
the use of such apps appealing, as 
such messages cannot generally be 
retained or retransmitted. Unfortu-
nately, there is little guidance as to 

how courts will treat the use of self-
deleting messaging apps in the liti-
gation hold context. On one hand, 
the obligation to prevent electronic 
records from being deleted pending 
litigation is not absolute. Federal 
Rule of Civil Procedure 37(e) pro-
vides that courts generally should 
not sanction parties for “failing 
to provide electronically stored 
information lost as a result of 
the routine, good-faith operation 
of an electronic information sys-
tem.” Similarly, the Sedona Prin-
ciples urge that the obligation to 
preserve relevant evidence “must 
be balanced against the right of a 

party to continue to manage its 
electronic information in the best 
interest of the enterprise, even 
though some electronic informa-
tion is necessarily overwritten on a 
routine basis by various computer 
systems,” and recommend that “if 
such overwriting is incidental to 
the operation of the systems as 
opposed to a deliberate attempt 
to destroy evidence in anticipa-
tion of or in connection with an 
investigation or litigation it should 
be permitted to continue after the 
commencement of litigation.”12

On the other hand, despite the 
balancing approach advocated 
by Rule 37(e), courts are hostile 
toward litigants who are perceived 
as skirting their discovery obliga-
tions or destroying evidence by 
cleverly engineering information 
systems, even if those systems 
superficially comply with case 
law and consensus guidelines. In 
a 2009 case, the Supreme Court 
Commercial Division imposed 
adverse inferences on a defendant 
corporation for spoliation because 
it structured its email system to 
limit each user to only 200 mega-
bytes of storage.13 Once reached, 
this limit prevented users from 
receiving additional email until 
they manually deleted messages. 
The court reasoned that, while 
employees were deleting emails 

“in the ordinary course of busi-
ness,” it nonetheless constituted 
gross negligence for the company 
to fail to ensure that employees 
would not delete relevant evidence 
during the pendency of litigation. 
The use of self-deleting messenger 
apps for communications relevant 
to pending or anticipated litigation 
may raise similar concerns.

The tolerance a court may dem-
onstrate for a party’s inability to 
preserve or produce communica-
tions sent using a self-deleting mes-
saging service may vary based on 
the jurisdiction, the foreseeability 
of litigation, and the court’s assess-
ment of the party’s intent in failing 
to preserve the potential evidence. 
Proposed revisions to Rule 37(e), 
if adopted, would require federal 
courts to consider the reasonable-
ness of efforts to preserve records, 
the proportionality of any pres-
ervation efforts to the litigation, 
the extent to which parties were 
on notice of likely litigation, and 
the reasonableness and clarity of 
requests by adversaries that such 
records be preserved.14 While this 
amendment may add uniformity in 
the federal courts’ analysis of docu-
ment retention obligations, it does 
not clarify how reasonable a court 
may find the use of self-deleting 
messages in any given scenario. 
Accordingly, the most conservative 
practice would be to suspend the 
use of such services for communi-
cations subject to a litigation hold.

These self-deleting messenger 
apps, and the legal issues they 
present, are an example of how 
technology often outpaces the 
law. The use of instant, private, and 
secure electronic communications 
in the health care industry would 
be generally consistent with the 
regulatory goals, as well as poten-
tially life-saving—and this is just 
one example of the business and 
social advantages these apps may 
offer. However, the rules relating to 
the preservation and production 
of evidence are founded upon 
decades of experience with paper-
based records, making predictions 
about a court’s potential view of 
these applications in regulatory or 
litigation contexts difficult. Judicial 
rules conferences, and professional 
groups like the Sedona Conference, 
have labored with much success 
to adapt traditional evidentiary 
principles to a digital era, but, as is 

demonstrated with the case of self-
deleting messages, the technology 
nearly always moves more quickly. 
Self-deleting message services may 
present an opportunity to reconsid-
er the sustainability of continued 
application of rules and principles 
held over from the days of paper, 
and the degree to which business 
practices should be dictated by 
the looming specter of future liti-
gation. Perhaps a record that feels 
more like an oral communication 
to the user should be treated more 
like an oral communication by the 
courts. But until there is such a 
reconsideration, it will be left to 
practitioners to assist businesses 
in identifying practices that mini-
mize the simultaneous legal risks 
of both the over- and under-preser-
vation of records, and to establish 
records retention policies that are 
defensible in later litigation.
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framework set forth in the NLRB’s 
reports on social media policies, the 
Board has continued to scrutinize 
employer social media policies and 
has struck down such policies where 
they explicitly restrict (or could 
potentially restrict) an employee’s 
§7 activities. For example, in Dish 
Network,6 the NLRB adopted an 
Administrative Law Judge’s (ALJ) 
decision in which the ALJ, consis-
tent with the Board’s reasoning in 
the social media reports, found that 
the employer’s social media policy 
was unlawful because it violated an 
employee’s §7 rights. Specifically, 
the ALJ found that the employer’s 
social media policy, which pro-
hibited employees from making 
“disparaging or defamatory com-
ments about DISH Network,” was 
unlawful because such restrictions 
on negative commentary about an 
employer tend to chill an employ-
ee’s §7 rights. Likewise, the ALJ 
found that the employer’s policy of 
banning employees from engaging 
in negative electronic discussions 
during “Company time” was also 
presumptively invalid because it 
failed to clearly convey that union 
solicitation can still occur during 
breaks and other nonworking hours 
at the company.

Similarly, in Butler Medical 
Transport ,7 an ALJ found an 
employer’s social media policy to 
be unlawful. In particular, the ALJ 
analyzed the employer’s social 
media policy which, among other 
things, instructed employees to 
“refrain from using social network-
ing [sites] which could discredit 
Butler Medical … .”8 In reviewing 
this policy, the ALJ found that the 
policy was unlawful under the 
NLRA because employees could 
reasonably construe the policy to 
prohibit §7 activity. Specifically, the 
ALJ found that “[t]he rule on its 
face is broad enough to prohibit 
posting and distribution of papers 
regarding wages, hours and other 
working conditions [and] [i]t can 
reasonably be read to apply to non-

work time and non-work areas.”9

As exemplified by these recent 
decisions, the Board is continuing 
to review employer social media 
policies and is more than willing 
to strike down such policies as 
unlawful if there is any potential 
restriction of employees’ §7 rights.

Adverse Employment Actions

With respect to employer use 
of social media to make employ-
ment related decisions, the NLRB’s 
decisions in Karl Knauz Motors,10 
and Hispanics United of Buffalo,11 
detail how the Board will analyze 
social media-related terminations 
in the future.

In Karl Knauz Motors, an ALJ 
held that certain Facebook post-
ings by an employee did not 
constitute protected, concerted 
activity under §7 and, therefore, 
the employee’s termination was 
not unlawful.12 In reaching this 
decision, the ALJ reviewed the 
Facebook posts at issue, which 
included criticism of events held 
by the employer and making fun 
of a car accident which occurred 
on the employer’s related prop-
erty. The ALJ found that since the 
employer terminated the employee 
for the comments made about the 
car accident, the termination was 
lawful. Specifically, the ALJ found 
that making fun of a car accident 
which occurred on a related prop-
erty had “no connection to any of 
the employees’ terms and condi-
tions of employment” and, there-
fore, the posts were not protected 
under §7 of the NLRA.13

In Hispanics United, the NLRB 
ordered the employer to reinstate 
five workers that it previously ter-
minated based on comments the 
workers posted on their respec-
tive Facebook pages. In reaching 
this decision, the NLRB delin-
eated the standard that it will use 
when determining whether social 
media posts constitute protected, 
concerted activity under §7. The 
NLRB looked to past precedent, 
specifically, its two Meyers Indus-
tries14 decisions from the 1980s. In 
these decisions, the Board held 

that an employee termination 
violates the NLRA if the following 
four elements are established: 
(1) the activity engaged in by the 
employee was “concerted” within 
the meaning of §7; (2) the employer 
knew of the concerted nature of 
the employee’s activity; (3) the 
concerted activity was protected 
by the NLRA; and (4) the discipline 
or discharge was motivated by the 
employee’s protected, concerted 
activity. In determining whether 
the activity was “concerted” activ-
ity, the NLRB again looked to the 
Meyers Industries decisions, which 
defined concerted activity as that 
which is “engaged in with or on 
the authority of other employees, 

and not solely by and on behalf 
of the employee himself”15 and 
includes “circumstances where 
individual employees seek to ini-
tiate or to induce or to prepare 
for group action, as well as indi-
vidual employees bringing truly 
group complaints to the atten-
tion of management.”16 Applying 
these definitions, the NLRB found 
that the Facebook posts were pro-
tected, concerted activity because 
one of the terminated employees 
specifically solicited comments 
from her fellow co-workers about 
perceived complaints from another 
co-worker. The Board interpreted 
this solicitation as the employees 
taking a first step toward group 
action to defend themselves 
against accusations that they rea-
sonably believed a co-worker was 
going to make to management.

With Karl Knauz Motors and 
Hispanics United as guidance, 
the Board has continued to issue 
orders finding employer work-
place decisions premised upon 
an employee’s social media post-

ings to be unlawful. For instance, 
in Butler Medical, the ALJ found 
that the employer’s termination 
of an employee based upon post-
ings he made on Facebook to be 
unlawful.17 In the postings at issue, 
the employee discussed issues at 
work, including the condition of the 
employer’s vehicles, and he also 
suggested that a former cowork-
er contact an attorney about his 
recent termination from the com-
pany. This Facebook conversation 
was delivered to the employer and 
the employee was terminated.

The ALJ found that the termi-
nation violated the NLRA because 
the Facebook posting constituted 
protected, concerted activity. 

Indeed, the ALJ found that since 
the employee at issue was advising 
a former coworker to contact an 
attorney regarding his belief that 
he was terminated for complaining 
about the condition of the employ-
er’s vehicles, and since the con-
dition of the employer’s vehicles 
was a matter of mutual concern 
among employees, the employ-
ees were making common cause 
regarding a matter of concern to 
most employees. Therefore, the 
Facebook posting was protected, 
concerted activity and the termina-
tion of the employee was unlawful.

Likewise, in Design Technol-
ogy Group,18 the NLRB found that 
a termination premised upon a 
Facebook posting was unlawful 
because the employees’ Facebook 
conversation was protected, con-
certed activity. In this matter, the 
employer terminated a number of 
employees who took to Facebook 
to complain about the conduct of a 
supervisor, the safety of the neigh-
borhood they worked in, and the 
concerns they had about working 

late. One employee also mentioned 
that he could bring in a California 
labor law book to determine if the 
employer was violating California 
law. The Board found these com-
plaints to be protected, concerted 
activity under §7 because the com-
plaints related to the terms and 
conditions of employment and, 
therefore, the termination of the 
employees was improper.

Best Practices 

In light of these recent NLRB 
decisions, the NLRB has signaled 
that (i) the Board will continue to 
review social media policies with 
a critical eye and will not hesitate 
to strike down policies as unlawful, 
and (ii) the Board will continue to 
take an expansive view regarding 
whether postings on social media 
will be considered protected, con-
certed activity. Given the NLRB’s 
current position, employers are 
well advised to take certain steps 
to ensure that their social media 
policies pass muster, while continu-
ing to protect themselves in situa-
tions where an employee has post-
ed unfavorable comments about 
the employer on social media.

First, given the NLRB’s stated 
position on social media policies, 
and its provision of a sample policy 
for employers, employers should 
review their current social media 
policy and compare it against the 
NLRB’s sample policy, to ensure 
that it does not infringe on an 
employee’s §7 rights and that the 
policy would pass NLRB scrutiny 
if challenged.

Second, given the NLRB’s recent 
decisions regarding social media-
related terminations, employers 
must be extra cautious when 
taking adverse action against an 
employee for postings the employ-
ee made on a social media website. 
This means that employers, before 
terminating an employee for social 
media posts, should closely review 
and investigate the posts at issue to 
determine if they are indeed related 
to the employees’ terms and condi-
tions of employment. If the social 
media posts are related to the 

terms and conditions of employ-
ment, terminating the employee 
for these posts would run afoul of 
the NLRA.

Finally, if a situation arises where 
the decision is made to terminate 
an employee for reasons unrelated 
to social media postings, but the 
employee has made social media 
postings related to the terms and 
conditions of employment, the 
employer should make it clear 
that the termination is not related 
to the negative social media post-
ings. This can be accomplished by 
clearly delineating, in a termination 
letter or otherwise, the reasons for 
the termination.

In conclusion, given the NLRB’s 
stated intent to continue its focus 
on social media issues, employers 
must take care to ensure that their 
social media policies and practices 
do not infringe on employee §7 
rights.
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Federal Fair Credit Reporting Act.
Uniform Application of the 

Social Media Policy. If an employer 
chooses to screen applicants using 
social media, it should not do so 
selectively with some applicants 
and not others. It would be prudent 
for an employer to apply the same 
general protocols when checking 
social media for all applicants. 
Such consistency in application 
will help avoid discrimination 
claims based on applicants claim-
ing that they were subject to more 
stringent requirements/checks 
than applicants of a different race 
or protected category.

On a related note, an employer 
should document its efforts to 
search an applicant’s social media 
and retain copies of all documenta-
tion reviewed and considered in 
connection with the application 
process. Such documentation will 
be useful in establishing that the 
employer applied its policies in a 
consistent and non-discriminatory 
manner.

Flip Side: Turning a Blind Eye

Some employers, understand-
ably, may opt to forgo using social 
media in the hiring process rather 

than risk a potential claim of dis-
crimination. But this approach 
is not necessarily without risk. 
In New York, an employer may 
be liable to a person injured by 
an employee who the employer 
knew, or should have known, had 
a propensity to engage in the con-
duct which caused the injury. 
Bouchard v. New York Archdio-
cese, 719 F. Supp. 2d 255 (S.D.N.Y. 
2010). A cause of action for neg-
ligent hiring or retention may be 
established if the employer had 
knowledge of facts that would 
lead a reasonably prudent per-
son to investigate that prospec-
tive employee. Richardson v. City 
of New York, 2006 WL 3771115 
(S.D.N.Y. Dec. 21, 2006).

The law does not require an 
employer to implement any spe-
cific background checks, or even 
require employers to conduct 
a criminal background check, 
except for certain positions 
where the employee deals with 
the public or vulnerable popula-
tions such as teachers and health 
care professionals. However, 
adopting the “hear no evil, see 
no evil” approach will not always 
serve to protect an employer from 
a negligent hiring or retention 
claim. An employer may, without 
taking any affirmative action or 
initiative to investigate, be told 
by a colleague, friend or other 

staff member about negative 
information posted on the Inter-
net or social media site about a 
prospective applicant or exist-
ing employee. Take the extreme 
example: An employer is told that 
an applicant or employee pur-
portedly posted that he or she 
was terminated from their prior 
employment after coming to work 
with a gun. In such instances, 
when the information conveyed 
to the employer is more than 
just unflattering, but may reveal 
a propensity on the part of the 
applicant or employee to cause 
harm or injury in the workplace, 
an employer may not be able to 
turn a blind eye and should con-
sider conducting an appropriate 
level of investigation based on the 
reported information and circum-
stances.

Conclusion

Social media can be a valuable 
resource and an effective tool to 
recruit and screen applicants. 
However, employers should be 
wary about randomly checking 
the social media background of 
job applicants without first imple-
menting policies and procedures 
to minimize the potential risk of 
discrimination or privacy claims 
by applicants who are denied 
employment.
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Publishing would certainly expand 
the ability of employees to orga-
nize and engage in union related 
activity. In the event that Register 
Guard was overturned, any blanket 
prohibition of instant messaging 
with friends and surfing the Inter-
net during working hours would be 
deemed unlawful as overly broad.

As for public employees, their 
social media speech is protected 
by the First Amendment. The 
Fourth Circuit decided a case in 
September 2013 that should serve 
as a warning to public employers 
who take adverse actions against 
employees based on their use 
of social media. In Bland v. B.J. 
Roberts, two employees of the 
then-elected sheriff, who was in 
a re-election campaign, engaged 
in activity on Facebook that cost 
them their jobs and spurred a law-

suit.10 The acts consisted of one 
employee “Liking” the opposing 
candidate’s campaign page on 
Facebook and the second employ-
ee signing onto the same opposing 
candidate’s campaign Facebook 
page and posting an entry on the 
page indicating [his] support for 
his campaign.

The district court granted 
summary judgment in favor of 
the employer, concluding that 
one employee’s “merely ‘Liking’ 
a Facebook page is insufficient 
speech to merit constitutional 
protection” and that the second 
employee did not sufficiently 
allege that he engaged in speech 
because the record did not suf-
ficiently describe what statement 
he had made on the Facebook 
page. The Fourth Circuit reversed, 
holding that, inter alia, “Liking” the 
campaign page constituted pure 
speech as well as symbolic expres-
sion stating “it is the Internet 
equivalent of displaying a political 

sign in one’s front yard, which the 
Supreme Court has held is sub-
stantive speech.”11 As for the sec-
ond employee, the court ruled that 
a posting on a campaign’s Face-
book page indicating support for 
the candidate constituted speech 
within the meaning of the First 
Amendment. For the same reasons 
as applied to the first employee’s 
speech, the court found that the 
second’s speech “was made in his 
capacity as a private citizen on a 
matter of public concern.”12

Under New York Law, both 
public and private employees are 
protected by New York State Labor 
Law 201-d, which provides, in per-
tinent part:

[It] shall be unlawful for any 
employer or employment agen-
cy to refuse to hire, employ or 
license, or to discharge from 
employment or otherwise dis-
criminate against an individual 
in compensation, promotion or 

terms, conditions or privileges 
of employment because of … 
(c) an individual’s legal recre-
ational activities outside work 
hours, off of the employer’s 
premises and without use of 
the employer’s equipment or 
other property.13 
While there appear to be no 

reported cases, yet, associating 
this section with social media, 
spending time on Facebook is, for 
many, a type of “recreational” activ-
ity that should be covered under 
the statute.

Even if the employer does not 
take action against an employee for 
social media postings, it may still 
find itself in violation of the law 
if it simply monitors the employ-
ee’s social media presence. In 
one New Jersey case, Pietrylo v. 
Hillstone Restaurant Group,14 the 
court found sufficient evidence 
supporting a finding that employ-
ees’ managers violated the U.S. 
Stored Communications Act and 

the N.J. Wiretapping and Electronic 
Surveillance Control Act by know-
ingly accessing a chat-group on a 
social networking website without 
authorization.

Conclusion

There is little doubt that statutes 
and common law will have to adjust 
to the social media revolution. This 
was done before when businesses 
first communicated by mail, then fax 
and then email, allowing, at times, 
bad things to be communicated 
with the click of a key. Lawmakers, 
courts and businesses will adapt 
again to our rapidly changing com-
munication environment.
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