
10. Compliance schedule: The rule will be effective 90 days after publi-
cation of the notice of adoption in the State Register, so as to provide
enough lead time for insurers, self-insurers and out-of-state licensed health
care providers to obtain copies of the applicable fee schedule and imple-
ment the rule.
Regulatory Flexibility Analysis
The Department of Financial Services finds that this rule will not impose
any adverse economic impact or compliance requirements on small busi-
nesses in this State. This rule impacts all no-fault insurers authorized to do
business in New York State, self-insurers of no-fault benefits, and the Mo-
tor Vehicle Accident Indemnification Corporation, none of which falls
within the definition of “small business” as defined in State Administra-
tive Procedure Act Section 102(8) as being both independently owned and
having less than one hundred employees. Likewise, this rule will not
impose any adverse economic impact or compliance requirements on local
governments that are self-insurers. Instead, the rule will limit the amount
that those local governments will reimburse for no-fault-related health
care services provided outside the State at the election of a New York
State eligible injured person, and therefore is likely to reduce arbitration
and litigation costs, which are typically passed to consumers in the form
of higher premiums, as well as help to stem the rapid depletion of no-fault
benefits available to eligible injured persons.
Rural Area Flexibility Analysis
The Department of Financial Services (the “Department”) finds that this
rule does not impose any additional burden on persons located in rural ar-
eas, and that it will not have an adverse impact on rural areas in New York
State. This rule serves to limit the amount that insurers and self-insurers in
New York State will reimburse for no-fault-related health care services
provided outside the State at the election of a New York State eligible
injured person, and therefore is likely to reduce arbitration and litigation
costs, which are typically passed to consumers in the form of higher
premiums, as well as help to stem the rapid depletion of no-fault benefits
available to eligible injured persons.
Job Impact Statement
The Department of Financial Services finds that this rule should have no
adverse impact on jobs and employment opportunities. This proposed rule
limits reimbursement of no-fault health care services provided outside
New York State to the fees set forth in the region of this State that has the
highest value in the fee schedule for such services. This amendment should
lead to reduced arbitration and litigation costs for insurers and self-
insurers, which are typically passed to consumers in the form of higher
premiums, as well as help to stem the rapid depletion of no-fault benefits
available to eligible injured persons.

PROPOSED RULE MAKING
NO HEARING(S) SCHEDULED

Cybersecurity Requirements For Financial Services Companies

I.D. No. DFS-39-16-00008-P

PURSUANT TO THE PROVISIONS OF THE State Administrative Pro-
cedure Act, NOTICE is hereby given of the following proposed rule:
Proposed Action: Addition of Part 500 to Title 23 NYCRR.
Statutory authority: Financial Services Law, sections 102, 201, 202, 301,
302 and 408
Subject: Cybersecurity Requirements For Financial Services Companies.
Purpose: To require effective cybersecurity to protect consumers and
ensure the safe and sound operation of Department-regulated entities.
Substance of proposed rule (Full text is posted at the following State
website:http://www.dfs.ny.gov): The following is a summary of the
proposed rule:

Section 500.0, “Introduction,” introduces the proposed rule.
Section 500.01, “Definitions,” defines terms used throughout the

proposed rule.
Section 500.02, “Cybersecurity Program,” requires that each Covered

Entity establish and maintain a cybersecurity program designed to ensure
the confidentiality, integrity and availability of its Information Systems.

Section 500.03, “Cybersecurity Policy,” requires each Covered Entity
to implement and maintain a written cybersecurity policy addressing speci-
fied areas and also sets forth the requirements for internal review and ap-
proval of that policy.

Section 500.04, “Chief Information Security Officer,” requires that
each Covered Entity designate a qualified individual to serve as CISO,
and that the CISO develop a report, at least bi-annually, which shall be
reviewed internally and which shall address specified cybersecurity issues.

Section 500.05, “Penetration Testing and Vulnerability Assessments,”
requires each Covered Entity’s cybersecurity program to include annual
penetration testing and a quarterly vulnerability assessment of the Covered
Entity’s Information Systems.

Section 500.06, “Audit Trail,” requires that the cybersecurity program
for each Covered Entity shall include implementing and maintaining audit
trail systems that meet specified requirements.

Section 500.07, “Access Privileges,” requires that each Covered Entity
shall limit access privileges to Information Systems that provide access to
Nonpublic Information solely to those individuals who require such ac-
cess and that the Covered Entity shall periodically review such privileges.

Section 500.08, “Application Security,” requires that each Covered
Entity’s cybersecurity program include written procedures and standards
designed to ensure the use of secure development practices for in-house
developed applications, and procedures for assessing and testing the secu-
rity of externally developed applications, and also requires that such
procedures and standards be reviewed, assessed and updated at least
annually.

Section 500.09, “Risk Assessment,” requires each Covered Entity to
perform, at least annually, a risk assessment encompassing, among other
things, evaluation, categorization and mitigation of risks, and to document
the risk assessment in writing.

Section 500.10, “Cybersecurity Personnel and Intelligence,” requires
each Covered Entity to employ sufficient cybersecurity personnel, provide
for and require such personnel to attend regular cybersecurity training,
and require key cybersecurity personnel to stay abreast of changing
cybersecurity threats and countermeasures.

Section 500.11, “Third Party Information Security Policy,” requires
each Covered Entity to develop policies and procedures designed to ensure
the security of its Information Systems and Nonpublic Information acces-
sible to, or held by, third parties doing business with the Covered Entity.

Section 500.12, “Multi-Factor Authentication,” enumerates the circum-
stances in which a Covered Entity shall require Multi-Factor Authentica-
tion and in which a Covered Entity shall support Multi-Factor
Authentication.

Section 500.13, “Limitations on Data Retention,” requires each Covered
Entity to have policies and procedures for the timely destruction of speci-
fied categories of Nonpublic Information.

Section 500.14, “Training and Monitoring,” requires each Covered
Entity to implement risk-based policies to monitor the activity of Autho-
rized Users and detect unauthorized access or use of Nonpublic Informa-
tion, and to provide for and require all personnel to attend regular
cybersecurity awareness training sessions.

Section 500.15, “Encryption of Nonpublic Information,” requires each
Covered Entity to encrypt all Nonpublic Information held or transmitted
by the Covered Entity both in transit and at rest; allows for the use of
compensating controls for one year for Nonpublic Information in transit,
if encryption of such is infeasible; and allows for the use of compensating
controls for five years for Nonpublic Information at rest, if encryption of
such is infeasible.

Section 500.16, “Incident Response Plan,” requires each Covered Entity
to establish a written incident response plan designed to promptly respond
to, and recover from, a Cybersecurity Event.

Section 500.17, “Notices to Superintendent,” requires each Covered
Entity to submit to the Superintendent a written statement by January 15,
certifying that the Covered Entity is in compliance with the requirements
set forth in the proposed rule; to maintain for examination by the Depart-
ment all records, schedules and data supporting the certificate for a period
of five years; to notify the superintendent of any Cybersecurity Event that
has a reasonable likelihood of materially affecting the normal operation of
the Covered Entity or that affects Nonpublic Information; and to docu-
ment the identification of areas that require material improvement, updat-
ing or redesign, as well as planned remedial efforts; in addition, to the
extent that a Covered Entity has identified any material risk of imminent
harm to its Information System from a Cybersecurity Event, the Covered
Entity should notify the Superintendent within 72 hours and include such
event in its annual report filed pursuant to this section.

Section 500.18, “Limited Exemption,” provides that Covered Entities
that have less than the specified number of customers, gross annual reve-
nue, and year-end total assets shall be exempt from the requirements of
the proposed rule other than the requirements enumerated in Section
500.18; and that a Covered Entity that ceases to qualify for the limited
exemption must comply with all requirements of the proposed rule.

Section 500.19, “Enforcement,” provides that the proposed rule will be
enforced pursuant to, and is not intended to limit, the Superintendent’s
authority under any applicable laws.

Section 500.20, “Effective Date,” provides that the proposed rule will
be effective January 1, 2017, and that Covered Entities will be required to
annually prepare and submit a certification of compliance pursuant to Sec-
tion 500.17 commencing January 15, 2018.
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Section 500.21, “Transitional Period,” provides that Covered Entities
shall have 180 days from the effective date of the proposed rule to comply
with its requirements, except as otherwise specified.

Section 500.22, “Severability,” states that in the event a specific provi-
sion of the proposed rule is adjudged invalid, such judgment will not
impair the validity of the remainder of the proposed rule.
Text of proposed rule and any required statements and analyses may be
obtained from: Cassandra Lentchner, New York State Department of
Financial Services, One State Street, New York, NY 10004, (212) 709-
1675, email: CyberRegComments@dfs.ny.gov
Data, views or arguments may be submitted to: Same as above.
Public comment will be received until: 45 days after publication of this
notice.
This rule was not under consideration at the time this agency submitted
its Regulatory Agenda for publication in the Register.
Regulatory Impact Statement

1. Statutory Authority: In Section 102 of the New York Financial Ser-
vices Law (the “Financial Services Law” or “FSL”), the legislature
declares that the purpose of the FSL is “to ensure the continued safety and
soundness of New York’s banking, insurance and financial services
industries, as well as the prudent conduct of the providers of financial
products and services, through responsible regulation and supervision.”
Pursuant to FSL Section 201, the Department of Financial Services (the
“Department”) has broad authority to take such actions as are necessary to
ensure the continued solvency, safety, soundness and prudent conduct of
the providers of financial products and services; to protect users of
financial products and services from financially impaired or insolvent
providers of such services; and to eliminate financial fraud, other criminal
abuse and unethical conduct in the industry. Further, FSL Section 301
gives the Department broad power “to protect users of financial products
and services.” In addition, FSL Section 302 provides the Department with
equally broad authority to adopt regulations relating to “financial products
and services,” which are broadly defined in the Financial Services Law to
mean essentially any product or service offered by a Department-regulated
entity. Accordingly, the Department has ample authority to adopt the
proposed rule.

Other statutory authority includes: FSL Sections 202 and 408.
2. Legislative Objectives: The Financial Services Law is intended to

ensure the safe and sound operation of the financial system. Cybercrimi-
nals present an ever-growing threat to that system. They can cause signifi-
cant financial losses for Department-regulated entities and for New York
consumers who use the products and services of those entities. In addition,
the private information of such consumers may be revealed and/or stolen
by cybercriminals for illicit purposes. The proposed rule is intended to
ensure that all financial services providers regulated by the Department
have and maintain cybersecurity programs that meet certain minimum
cybersecurity standards in order to protect consumers and continue operat-
ing in a safe and sound manner.

3. Needs and Benefits: The proposed rule is necessary to ensure that
Department-regulated entities are effectively addressing ever-growing
cybersecurity risks in order to protect consumers and continue operating
in a safe and sound manner.

4. Costs: All Department-regulated entities will be responsible for
ensuring that they are in compliance with the proposed rule, which will
impose some costs on their operations. The proposed rule provides for a
limited exemption for certain smaller entities, based on each entity’s
number of customers, gross annual revenue, and year-end total assets.
Entities that qualify for this limited exemption will be required to comply
with only a limited number of sections in the proposed rule; thus, the costs
of compliance for such entities is likely to be lower.

It is also anticipated that the costs of compliance will be offset to vary-
ing degrees when, as a result of complying with the proposed rule, entities
avoid or mitigate cyber attacks that might otherwise have caused financial
and other losses.

There should be no costs to any local governments as a result of the
proposed rule.

5. Local Government Mandates: The proposed amendments do not
impose any new programs, services, duties or responsibilities on local
government.

6. Paperwork: The proposed rule requires entities to maintain a written
cybersecurity policy and other written cybersecurity procedures and plans;
to develop cybersecurity reports for presentation to the entity’s board or a
senior officer; to submit to the superintendent an annual certification of
compliance with the proposed rule; and to keep books and records
documenting compliance.

Entities that qualify for the limited exemption have fewer written policy
and record-keeping requirements.

7. Duplication: Part 421 of Title 11 of the New York Codes, Rules and
Regulations, promulgated in conformance with the federal Gramm-Leach-

Bliley Act, requires insurance entities to implement a comprehensive writ-
ten information security program. To a very limited extent, the proposed
rule overlaps with Part 421, but the proposed rule includes requirements
that are far more specific than Part 421 in order to achieve more robust
cybersecurity coverage and to ensure that the Department’s regulated enti-
ties have and maintain cybersecurity programs that meet certain minimum
cybersecurity standards in order to protect consumers and continue operat-
ing in a safe and sound manner. Notably, Section 6807(b) of the Gramm-
Leach-Bliley Act allows states to implement a statute, regulation, order, or
interpretation affording protections that are greater than those listed in the
Gramm-Leach-Bliley Act.

8. Alternatives: None.
9. Federal Standards: As noted earlier, see “Duplication,” above, the

proposed rule will, in some respects, exceed minimum standards estab-
lished by the federal Gramm-Leach-Bliley Act. The Department believes
that the proposed rule is not inconsistent with the federal Gramm-Leach-
Bliley Act. Indeed, the proposed rule includes requirements that are more
specific than those in the federal Gramm-Leach-Bliley Act in order to
achieve more robust cybersecurity coverage and to ensure that the
Department’s regulated entities protect consumers and continue operating
in a safe and sound manner. Section 6807(b) of the Gramm-Leach-Bliley
Act allows states to implement a statute, regulation, order, or interpreta-
tion affording protections that are greater than those listed in the Gramm-
Leach-Bliley Act.

10. Compliance Schedule: Regulated entities will have 180 days from
the effective date of the proposed rule to comply with its requirements,
except as otherwise specified. The proposed rule will be effective January
1, 2017. Covered Entities will be required to annually prepare and submit
to the Superintendent a certification of compliance under Section 500.17
commencing January 15, 2018.
Regulatory Flexibility Analysis

1. Effect of the Rule: The proposed rule applies to all Department-
regulated entities, but certain small businesses may qualify for a limited
exemption provided for in Section 500.18 of the proposed rule. Those
entities that qualify for the limited exemption – those that fall below the
minimum specified number of customers, gross annual revenue, and year-
end total assets – shall be exempt from the requirements of the proposed
rule other than the requirements enumerated in Section 500.18.

The proposed rule does not apply to local governments and will not
impose any adverse economic impact or any reporting, recordkeeping or
other compliance requirements on local governments.

2. Compliance Requirements: Small businesses that do not qualify for
the limited exemption found in Section 500.18 will be subject to all of the
requirements of the proposed rule. If a small business does qualify for the
limited exemption, such small business will be subject only to Sections
500.02, 500.03, 500.07, 500.09, 500.11, 500.13, 500.17, 500.18, 500.19,
500.20, and 500.21 of the proposed rule.

3. Professional Services: A small business will not necessarily need any
professional services to comply with the proposed rule. However, under
the proposed rule, a Department-regulated entity that is a small business
(or any other Department-regulated entity) that does not qualify for the
limited exemption under Section 500.18 may use a third party service
provider as its Chief Information Security Officer.

The proposed rule does not apply to local governments.
4. Compliance Costs: Like all businesses subject to the proposed rule,

small businesses will be responsible for ensuring that they are in compli-
ance with the proposed rule, which will impose some costs on their
operations. The Department believes that the need for compliance
outweighs such costs.

5. Economic and Technological Feasibility: The Department believes it
will be economically and technologically feasible for small businesses to
comply with the requirements of the proposed rule.

6. Minimizing Adverse Impact: To minimize any adverse economic
impact of the proposed rule on small businesses, the Department has
included the limited exemption for smaller entities (Section 500.18 of the
proposed rule). If a small businesses qualifies for the limited exemption, it
will be subject to fewer compliance requirements.

7. Small Business and Local Government Participation: The proposed
rule will be published publicly, including on the Department’s website, for
notice and comment, which will provide small businesses with the op-
portunity to participate in the rule making process.

The proposed rule does not impact local governments.
Rural Area Flexibility Analysis

1. Types and Estimated Numbers of Rural Areas: Entities subject to the
requirements of the proposed rule operate throughout this state, including
in rural areas.

2. Reporting, Recordkeeping and Other Compliance Requirements;
Professional Services: Entities subject to the proposed rule will be required
to keep and maintain accurate books and records, be subject to examina-
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tions, and provide an annual certification to the superintendent certifying
compliance with the requirements set forth in the proposed rule.

3. Costs: Entities subject to the proposed rule will be responsible for
ensuring that they are in compliance with the proposed rule, which will
impose some costs on their operations. The costs are not expected to be
any higher for entities in rural areas than for any other entity subject to the
proposed rule.

4. Minimizing Adverse Impact: The proposed rule is not expected to
have an adverse impact on public or private sector interests in rural areas.
The proposed rule is specifically tailored to the pressing need of address-
ing cybersecurity risks for Department-regulated entities; it is likely to
have a positive impact on interests in rural areas as the proposed rule
protects consumer data and protects financial services firms that provide
services to consumers.

5. Rural Area Participation: The proposed rule will be published
publicly, including on the Department’s website, for notice and comment,
which will provide public and private interests in rural areas with the op-
portunity to participate in the rule making process.
Job Impact Statement
A Job Impact Statement is not being submitted because it is apparent from
the nature and purposes of new Part 500 to 23 NYCRR that this proposed
rulemaking will not have a substantial adverse impact on jobs and/or
employment opportunities.

Department of Health

EMERGENCY
RULE MAKING

Zika Action Plan; Performance Standards

I.D. No. HLT-39-16-00003-E
Filing No. 848
Filing Date: 2016-09-12
Effective Date: 2016-09-12

PURSUANT TO THE PROVISIONS OF THE State Administrative Pro-
cedure Act, NOTICE is hereby given of the following action:
Action taken: Addition of section 40-2.24 to Title 10 NYCRR.
Statutory authority: Public Health Law, sections 602, 603 and 619
Finding of necessity for emergency rule: Preservation of public health,
public safety and general welfare.
Specific reasons underlying the finding of necessity: Zika virus is newly
emerging as a worldwide threat to the public’s health, and it is spreading
widely in South and Central America. Zika virus has been associated with
microcephaly and potentially other birth defects. In particular, there have
been reports in Brazil and other countries of microcephaly in infants of
mothers who were infected with Zika virus while pregnant. Developing
research appears to support this association. Zika virus may also cause a
rare disorder called Guillain Barré Syndrome, which can cause paralysis
in severe cases. For these reasons, in February 2016, the World Health Or-
ganization declared Zika virus a public health emergency of international
concern.

Because 80% of cases are asymptomatic, limited control measures exist.
Further, although Zika virus is transmitted primarily though the bite of a
mosquito, sexual transmission has also been documented.

To date, the Department’s Wadsworth Center has conducted tests on
samples from more than 1,600 patients, and 49 have been found to be pos-
itive for Zika virus. New York has the second highest total of any state in
the continental United States after Florida. With the exception of one pos-
sible case of sexual transmission, all of the infected patients have been
returning travelers from countries where Zika virus is ongoing.

In Central and South America, the Zika virus has been primarily
transmitted by a mosquito bite from the species Aedes aegypti. That spe-
cies is not currently present in New York State; however, a related species
of mosquito, Aedes albopictus, is present in New York City, as well as the
Counties of Nassau, Rockland, Suffolk, and Westchester.

Because Aedes albopictus is a tropical mosquito, it has difficulty surviv-
ing cold winters, limiting its northward spread, but it has adapted to
survive in a broader temperature range. Although researchers are currently
uncertain if Aedes albopictus can effectively transmit the Zika virus, New
York State must prepare for this contingency.

A primary public health objective is to reduce the risk to developing

fetuses of pregnant women in New York State. As such, during the spring,
summer and fall, it is important that state and local health departments
(LHDs) take action to protect all New Yorkers from the Zika virus.

LHDs are integral State partners and play important roles in human
surveillance, health education, and mosquito surveillance and control. As
a result, it is essential that LHDs are prepared to respond to the threat of
Zika virus in their communities. Many LHDs may need to respond to travel
associated cases only, because they do not have Aedes albopictus
mosquitoes within their borders. However, those counties that do have
Aedies Albopictus generally have large populations and a high number of
travelers to affected areas.

Accordingly, these emergency regulations require that, as a condition
of State Aid for public health work, each LHD must adopt and implement
a Zika Action Plan (ZAP) that includes specified elements, but that can
also be tailored to the situation within its borders. Those counties that do
not have Aedes albopictus must perform human disease monitoring of
travel-associated cases and provide education about Zika virus. For those
counties that have, or that are at risk for acquiring, Aedes albopictus, ad-
ditional required activities include: enhanced human disease monitoring
and disease control; enhanced education about Zika virus; mosquito trap-
ping, testing and habitat inspection specific to Aedes albopictus; mosquito
control; and identification and commitment of staff available to join State-
coordinated rapid response teams, which may be deployed to those areas
where the Department determines that there is a potential transmission of
Zika Virus by mosquitoes.

Thus, to protect the public from the immediate threat posed by Zika
virus, the Commissioner of Health has determined it necessary to file these
regulations on an emergency basis. State Administrative Procedure Act
§ 202(6) empowers the Commissioner to adopt emergency regulations
when necessary for the preservation of the public health, safety or general
welfare and that compliance with routine administrative procedures would
be contrary to the public interest.
Subject: Zika Action Plan; Performance Standards.
Purpose: To require local health departments to develop a Zika Action
Plan as a condition of State Aid.
Text of emergency rule: Pursuant to the authority vested in the Commis-
sioner of Health by sections 602, 603 and 619 of the Public Health Law,
Subpart 40-2 of Title 10 of the Official Compilation of Codes, Rules and
Regulations of the State of New York is amended by adding a new section
40-2.24, to be effective upon filing with the Secretary, as follows:

§ 40-2.24 Zika Action Plan; performance standards.
(a) By April 15, 2016, the local health department shall adopt and

implement a Zika Action Plan (ZAP), in accordance with guidance to be
issued by the Department, and which shall include, but not be limited to,
the following activities:

(1) for all local health departments:
(i) human disease monitoring; and
(ii) education about Zika Virus Disease; and

(2) in addition, for those local health departments identified by the
Department as jurisdictions where mosquitoes capable of transmitting the
Zika Virus are currently located or may be located in the future:

(i) enhanced human disease monitoring and disease control;
(ii) enhanced education about Zika Virus Disease;
(iii) mosquito trapping, testing and habitat inspections specific to

Aedes albopictus, and for such other species as the Department may deem
appropriate;

(iv) mosquito control; and
(v) identification and commitment of staff available to join State-

coordinated rapid response teams, which may be deployed to those areas
where the Department determines that there is a potential transmission of
Zika Virus by mosquitoes.

(b) For so long as determined necessary and appropriate by the Depart-
ment, local health departments shall update their ZAP plans annually and
submit such plans to the Department as part of the Application for State
Aid made pursuant to section 40-1.0 of this Part.
This notice is intended to serve only as an emergency adoption, to be
valid for 90 days or less. This rule expires December 10, 2016.
Text of rule and any required statements and analyses may be obtained
from: Katherine Ceroalo, DOH, Bureau of House Counsel, Reg. Affairs
Unit, Room 2438, ESP Tower Building, Albany, NY 12237, (518) 473-
7488, email: regsqna@health.ny.gov
Regulatory Impact Statement

Statutory Authority:
Article 6 of the Public Health Law (PHL) sets forth the statutory

framework for the Department’s State Aid program, which partially
reimburses local health departments (LHDs) for eligible expenses related
to specified public health services. PHL §§ 602(4), 603(1), and 619 autho-
rize the commissioner to promulgate rules and regulations to effectuate
the provisions of PHL Article 6. PHL § 619 specifies that such regulations
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